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End of the day Tax 1oad successfully uploaded

.,‘:- Offlces preparlng for upcomlng tax season 4f 
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© SLC Tax Collector’s IT staff began getting
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ALl services and systems were shut down countywide.
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17 Director of St. Lucie

© County Tax Collector.
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Call from Carrle Mast CIO of St Luc1e County,iiif
Board of County Comm1551oners “Worst day of her.A“'

llfe‘” ' [ »J,.,”



ACTION R EQU IRED |
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We not1f1ed the state fn

f f'*ﬂQ;f»; we had a potentlal cyber 1nc1dent e
Customers were called to cancel thGIP app01ntments:9twi
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:3-; Updates were posted on Soc1a1 Medla and TCSLC COM

By lunchtlme, 1t was determlned thls wouldn t be a
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ACTION REQUIRED
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Staff was sent home and put on: stand by whlle we.fjt
contlnued to monltor the 51tuat10n w1th BOCC staffgfadd
The: county communicated with the insurance company${; 

'?1 Booz ‘Allen Ham11ton (cybersecurlty recovery and
foren51c team) and Mullen Coughlln LLC
cybensecurlty 1aw team |
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ChPlS Craft and N1ck Wells found out the severltyﬁﬂt74
Of the outage by b61ng confldentlally notlfled 1tf .”

: was a ransomware attack
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u;pfSenlor Leadershlp Team (SLT) was told tO PePOPtifa';’
'*‘”&j back at {00 to establlsh M1551on Control and f*#a';

”%,1dent1fy non negotlable t1me11nes
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o Chris .Craft asked his Senior Leadership Tearh__if.they had seen the mc.)’v'i_‘e.'Ap‘gl||o.13_.: |
" "This will be the scariest thing we'll ever deal with, but | know this will be our finest hour."
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All departments (Operatlons,,Admln F1nance, IT
Communlcatlons) were glven tasks to enact a

\ 5’nf;;;‘ Cont1nu1ty of Government plan

A mass- text EN sent to the entlhe Onganlzatlon to"f'

report to the Fenn Center for an all- Staff meetlnglf~’

the follow1ng Monday
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A This is atfecting all three
ST UL L  orm (e SLC Tax Collector locations. No
g services, including phones,
are available at this time.
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St. Lucie County is experiencing an
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:3ﬁ " Our IT Department started scannlng endp01nts at {]]ii
. ;;feach branch fOllOWlng dlrectlons of the foren51c:35<a

team
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IT collected all staff laptops and 1Pads to scan*iif'
them and 1nstall canbon black . i

med1a that all off1ces rema1ned closed
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We commun1cated through our webS1te and soc1al ff*és



Staff debrief at the Fenn Center.




Everyone was asked to step up: “You may be asked to
do things out of your normal job scope.”




We identified who was able and willing to go to
other counties to serve St. Lucie County customers.
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 17  We notlfled all nelghborlng Tax Collectors of our{j {f
extended closure ‘and: offered staff to a551st at 5;32:

thelr 1ocat10ns
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In an abundance of cautlon the Fonen51cs team

suggested the cneatlon ‘of: Gmall accounts for emallgt a

communlcatlons .y



Proof of llfe 115t1ng prov1ded by the'threat acter; sfj
No access to servers, backup systems, phones,“orffa ,
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'¥7   GlO Orozco, D1rector of Operatlons of St Luc1e f7 7;

County Tax Collector contacted the state and

'feconflrmed the a551stance of FLOW Moblle Buses forffq ,

e each of our locatlons L
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Florida Licensing on Wheels
A SAFER FLORIDA

and highly
aining
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We encouraged customers to utlllze our web51te '

”'"*”».Tﬁ) supeP pre551ng bu51ness

‘and only come to.our. offlces for _@jgflg;-u
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,“j"Customers were belng referred to the Clerk of the{i]e

Court bigy order to clear minor suspen51ons

Law enforcement agreed to be lenlent on exp1red57“~;

' -Cfreglstratlons, drlver 11censes, and sex offenders*;,f*

Updates
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ONTINUITY OF GOVERNMENT
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AMLMLA  

The publlc was notlfled v1a Facebook lee that the!ffj
majorlty of sen51t1ve 1nformat10n 1s housed at thegj;h

State,;not 1oca11y
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. We understood the magnltude 0f what NE re deallngf5'3 

:\ﬂ};,.W1th and dec1ded to make Tradltlon offlce our:

11feboat | .ﬁg;y ;},.u..-~'ﬁ!
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Chrome Books from GrantStreet arrlved at our threeiﬁfa
offlces to process onllne Property Tax Payments .
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Mob11e hotspots from the Property Appralser s

2N cCuEs

| offlce, the Sherlff’s offlce, and the County 'gj}”f

Comm1551on offlce were borrowed
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Florida Licensing on Wheels
A SAFER FLORIDA

ey

LI the FLOW Mobile Buses arrived at our three
locations. Operations created shift schedules.
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Tradltlon is. up on a separate 1nternet mak1ng e

;g»_; Stpldes for- that office to stand alone.

'.;fWe a551gned staff to work in surroundlng count1esf7*4=

to process motor veh1c1e transactlons .
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FLOW Moblle Buses were neady and set up to Serve:“Qf*

ftf;St Lucie County ne51dents (moton vehlcle sePV1cesgn'f

only) By the end of the day, we. served 374
| customens 1n person and 1@5@ onllne



From: KnowBed <do-not-reply@training.knowbed.com:>
Sent: Friday, October 27, 2023 9:30 AM

To: Darst, Brad <Brad.Darst@tcslc.com=

Subject: You've been enrolled in training

SECURITY WARNING: This email originated from outside the County systems. Please show caution when clicking links or opening attachments unless you recognize the sender and
know the content is safe.

Dear Brad Darst,
You are now enrolled in Security Culture and You. You must complete this training by November 03, 2023.
The assignments you've been enrolled in are displayed below:

- Security Culture and You

Please use this link to start your training:
https:/ftraining.knowbed.com/ui/login/YnlehZC5kYXUzd EBOY3tNsYy5jqjb20=

KnowBe4 incident
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4Road tests contlnued belng performed w1th CSRs': ;'

teamlng up w1th the FLOW Moblle Buses, S0 no- -
serv1ce was 1nterhupted with the help of the FLHSMVTV a
i z _ _.,-~- staff P s



~ “WI-FI HOTSPOTS BORROWED FROM THE
% e STy EUETE “COUNTY "SHERIFF*S. &
~ PROPERTY APPRAISER’S OFFICE
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: SUPPORT FROM e L o i CHROMEBOOKS |
'15USINESS PARTNERS ’ 5 = _fo} f ~'gl;~:_~‘1R}=iS%;;. LOANED FROM GRANT{;

3 MOBILE FLOW BUSES 'fff*7{vf L sTAEF SENTTOEOC O
: (Florida Licensing On e ASSIST THE COUNTY WITH -~
Wheels) CONFIRMED FROM DHSMV - INFORMATION PHONE LINE -
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o We re st111 worklng to separate TPadltIOH and getf;.t'
. L0 T3t o stand alone: . |

\ ta“It s more 1mportant to get thls rlght than fast 535 _

Delay 1n computer 1mag1ng due to state
‘ 7.requ1rements L
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Schedules w1th extended hours were created to}};: ;’

operate the 11feboat (Tradltlon)
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Mon sat,‘ :Z::_::_::_: to 2000
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a0 Durlng the flrst week of tax season, we collected53 f'
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$5@ 060 @@@ across the counter o
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5 We dec1ded to control the narratlve and shared 1tflka.

- wds A ransomware attack 5
It was conflrmed that publlc 1nformat10n
g *‘was compromlsed _ [~yf; :

- ’-’-‘L-



. '\ H ; ! v : : |
. ] 4 5 » .

fEiR I N G ur THE L E M -

Our IT Team followed behlnd them to complete theffﬂ; 

}!“-_w._w:.’ conflguratlon for our sites, o
Direct messaglng enabled o soc1a1 medla to fleld‘” .
questlons and ensure communlcatlon w1th the publlc;7~



Our Tradltlon offlce started operatlons that o
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F IRING UP THE = E M E .

"5 We started brlnglng Tradltlon up -
State contractor started to relmage all the

\tta'machlnes at Tradltlon with an old 1mage that wanf*»

1ncomplete
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THE TEMPORARY NEw NORMAL

Q,

~MWe decided to close Walton until further notice.
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SAVE LIVES!
SAY "YESI




THE TEMPORARY NEw NORMAL
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“ Two FLOW Moblle buses were openatlng in Font Plencen .
offenlng ID/DL ‘services and neglstnatlon renewals .

. Oun phone senv1ce nemalned down
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. We are’ st111 behlnd in proce551ng ma11ed property af'
tax payments and sendlng reglstratlon renewals .



n: N‘Hii_i
(=g IR VAN B

RE s T ORING FO RT P I ER C.FE

.

2

' IT moved to the Fort Plerce offlce to begln e

= equ1pment relmaglng



Walton office reopened with all services.

|

® :
S,
R
R} i
N N
\\\
\‘ ‘
\
‘ \\\
.



o e

~ After 5 weeks, the phone service was restored.
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IAK DMV

PAYMENTS SERVICES

-

TAX COLLEC
STLLUCIE COU

TCSLC UPDATE

Due to a county-wide network failure, we're offering
limited services to all of our residents.
- Our offices are up and running with
appointments only -
(Property Tax Payments don't require
appointment and follow regular office hours)
Our phones are still down. For any questions

THE FLOW MOBILE IS SERVING OUR

DO NOT SHOW AGAIN

AA & tcslc.com ¢

\ 1 M ™

—

ST. LUCIE COUNTY
TAX COLLECTOR

MELANIE CROOKS CARTER BRANCH

'ROPERTY TAX PAYMENTS FOLLOW REGULAR OFFICE HOURS (9AM - 5PM)

o with the

FLOW §

Florida Licensing on Wheels

PLEASE WAIT

*Your License « Regist=r Emergency Contact Info

" WALTON NOV 6th-9%n
77/6 MON 12:00pm - 4:30pm
77/7TUE 9:00am - 4:30pm

71/8 WED 9:0
77/9 THU 8:00

A CHRIS CRAFT woe |
ﬁ‘z TAX COLLECTOR

'\‘\'?.Qa\\\

. LUCIE COUNTY
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A551gn one person whose only goal 1s to document all
' | | aspects da11y '



. A decentrallzed system w1th hard flrewalls

between any systems that we're unable
to move from the network =



. .Multi‘factor authentication on every app



.

. Redufdant systems and cross-trained staff



 , Penethation;tésting~done byAai¢éhtified VethP: 

.
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| Make sure 1nternal testlng systems o
(KnowBe4) are. turned off durlng foren51cs.v'

R g



_ Make sure you have a good 1mage stored ,
';;off 51te W1th a certified recovery vendor and update
' - L i 1t perlodlcally . '
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. ' Knowledgeable programmers



Communlcate often and transparently
Share as much as you absolutely can
! L w1th the publlc | T
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Have.the bones of your plan together

and always prepare for the next attack ""
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