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A. The context for using social media within the federal government

As leaders of the Federal Web Managers Councll, we‘ve seen that social media in government has
become the number one topic of discussion within our government web manager community over the
past year. The prospect of agencies using social media sites such as YouTube, Facebook, Wikipedia,
Twitter, and SecondLife has raised a myriad of legal, contractual, and policy questions. As the new
Administration looks to leverage these new tools to create a more effective and transparent
government, it's an opportune time for us to share what we've learned and propose solutions for how to
best use these new tools across government. These recommendations are based on our first-hand
experience using soclal media within our own agencies and from hundreds of conversations with web
managers across the country.

Some agencies are already using social media tools with great success. They’ve shown how these tools
can transform how we engage the public, include people in the governing process, and accomplish our
agency missions. (See WebContent.gov for examples of agencies successfully using social media:

www.usa.gov/webcontent/technology/other tech.shtml). But many agencies are not using these.
tools, either because of percelved or real lack of resources, cultural resistance, or legal or other
barriers. There are varying interpretations around what is allowed across the federal government, and
some agencies do not yet understand how these tools will help them achieve their missions.

The purpose of these recommendations is to addressfthe percelved and real barriers to using social media,
and to propose solutions that will result in greater consistency and a clearer understanding of what is
expected and permitted across federal agencies.

We hope this paper will facilitate dialogue on these important issues, both within and outside the
government. As this topic evolves, we'll use Webcontent.gov and various social media tools to continue
the conversation, We also invite you to read the Federal Web Managers Council white paper, "Putting
Citizens First: Transforming Online Government," which offers recommendations for transforming online
government beyond social media .
(http://www.usa.gov/webcontent/documents/Federal_Web_Managers_WhitePaper.pdf).

B. Barriers and potential solutions
1. Cultural issues and lack of a strategy for using these new tools

Issue: Many agencies view the use of social media as a-technology issue, instead of a communications
tool, and management decisions are often based solely on technology considerations. In many cases,
the focus is-more on what can‘t be done rather than what can be done, The default approach should be
openness and transparency. For this reason, agencies need to be prepared that the decision to use
social media will have cultural implications throughout government: Some agencles have leadership
and legal support and have shown that the benefits of using social media outweigh the risks; but many
have not. The result: social media is not consistently applied across government. :




Proposed Solution: - The new Administration should communicate a government-wide strategy for using
social media tools to create a more'effective and transparent government. The new Administration’s
Chief Technology Officer (CTO) should require each agency to, within three months, develop their own
social media/Web 2.0 communications strategy that describes how it will use their agency website and
the larger Web to accomplish its mission, reach new audiences, and engage the public. The strategy
should include resources needed to accomplish these goals.

2. Employee access to online tools

Issue: Many agencies block their employees from using sites like YouTube, Facebook, and Wikipedia.
They make one of three arguments, all of which can be addressed through effective policies and
management controls:

1. Security: IT security specialists raise concerns that these high traffic sites pose a greater risk
for malware and spyware. However, agencies can implement security measures to mitigate
these risks, just as they do for other high traffic sites such as Google and Yahoo. Certatn
agencies may still need to restrict access for specific groups, but this should be the exception,

»  not the rule. |

2, Employees will waste time: this is the same argument that has been used to say employees
shouldn't have access to phones, email, etc. It's not unique to Web 2.0. It should be
addressed by agency managers as a management issue, not a technology problem.

3. Bandwidth: this is a legitimate concern for sites such as YouTube that consume considerable
bandwidth. However, agencies need to budget for this, as they do for other infrastructure
needs. If opening all computers to all sites is an issue, agencies should at least provide access
to agency staff that need to understand and use these tools to communicate with the public.

Proposed solution: The new Administration should require agencies to provide access to social medla
sites unless the agency head justifies blocking ‘certain employees or certain sites.

3. Terms of service

Issue: Most online sites require account owners to agree to terms of service that federal agencies can't
agree to, in particular:

1. Indemnification and defense: if a federal employee, on behalf of their agency, creates an °
account on a social media site, they must agree not to sue the site, nor allow the site to be
included in suits against the agency. Many sites also require the account owner to pay the
site's legal costs arising from such suits. Under the Anti-deficiency Act, federal agencies can't
commit to either provision.

2. Applicable law and court jurisdiction: most terms of service also assert that a certaln state's
laws (usually California) apply to the terms of use and that the state’s courts will adjudicate
disputes. This is problematic since federal agencies follow federal law and go to trial in federal
court.

Many companies have been willing to negotiate on these issues, but they don't want to negotiate
separate agreements with dozens of different agencies. Similarly, it’s not efficient for agencies to work
out agreements with an unending list of potential companies.

Proposed solution: The new Administration (through the National CTO, GSA, OMB, or some other
central organization) should:

a) Establish a single terms of service that covers all social media sites, which excludes the
federal government from the provisions described above. (If this isn't possible, at a
minimum, create a standard federal terms of service with each site and establish a process
for adding new agreements as new sites are identified.)

b) Alert federal agencies that the benefits of using these sites outweigh the nsks and that they
should use social media sites pending agreements on terms of service.

4, Advertising

Issue: Many vendor sites place ads on all their pages; this is how they earn money from free accqunts.
For some agencies, this raises ethical concerns when government content appears near inappropriate




advertisements (pornography, hate, political, etc), because it can give the appearance that the
government is endorsing the content. What constitutes “advertising” is interpreted dlfferently across

government.
Proposéd solution: The new Administration should:

1. Issue a memo stating that government agencies should accept this kind of contextual
advertising as a byproduct of using social media sites, that advertising online is no different
than advertising in a magazine, newspaper, radio, or TV, where you can’t control exactly how
your content will appear in context. However, if this is not possible:

2. Set criteria for all agencies for when such ads are acceptable. For example, ads could be
acceptable when: .

‘s They are ubiquitous, appearing on all similar pages on a site, regardless of the account
owner

« They do not include pornography or viclence :

» There isn't confusing language that implies endorsement by the account owner (e.g.,
*promoted" or "sponsored” material)

5. Procurement

Issue: Government procurement rules didn't anticipate the flood of companies offering free tools to
anyone who wants to use them. Attorneys at different agencies interpret the rules differently, leading
to confusion and hesitation. Agencies that want to use these tools face three issues:

- 1, Gratuitous services and gift authority: there are rules governing when agencies are allowed to
accept free services or gifts, Some agencies have gift authority and others don't. Potential
concerns include giving the offering company inappropriate inside,information that lets it tailor
a later commercial product or possibly coming back later and billing the government.

2. Choosing winners without competition: the government shouldn't arbitrarily decide which
companies will be given the cachet of providing our content, which can provide value to their
sites. For example, federal agencies should have criteria to determine which video sharing sites
they will pubiish thelr videos to (YouTube, Yahoo Video, AOL Video, etc).

3. Contract authority: Ordinarily, only specific employees are given authority to bind an agency
contractually. This is very cumbersome when trying to establish accounts on soclal media sites.

Proposed solution: The new Administration should work with procurement and ethics attorneys to

ensure that: .
1. Agencies can use free Web products and services.

2. Agencies do not need to use all products and services offered, as long as they have criteria for

deciding which ones they use. .
3. Employees with a clear business need can create accounts to use free services, as long as they

have managerial approval.

6. Privacy

Issue: There is no guarantee that social media sites will protect people's privacy to the same degree as
federal agencies.

Proposed solution: The new Administration should direct agencies to use a standard disclaimer to
display on social media sites where they publish content (l.e. EPA’s Facebook page or Twitter page).
The disclaimer would alert the public that they are no longer on a federal site and that the private
sector slte's own privacy policy applies, with a link to that policy.

7. Persistent Cookies

Issue: Agencies are banned from using persistent cookies without approval from thelr agency head,
which effectively means the federal government isn't using them. This greatly limits our ability to serve
customers' needs because our sites can't remember preferences or settings. It also means we can't
take advantage of sophisticated web services and analytic tools that rely on persistent cookies.




Proposed solution: The National CTO or OMB should immediately rescind the previous guidance
prohibiting persistent cookies and replace it with guidance that aliows agencies to use persistent
cookies to.better serve customers* needs. The new guidance should state that it's acceptable for
agencies to use social media sites that rely on persistent cookies. However, the government should
retain the ban on tracking cookies, since they specifically track where visitors go between sites.

8. Suweyé

Issue: The Paperwork Reduction Act, subsequent OMB regulations, and OMB draft guidance require that
agencies complete a lengthy process to obtain an OMB control number to survey and request
information from the public. This requirement is interpreted by most agencies to include voluntary
online surveys, polls, and other applications that are intended to improve customer service. The Act
predated the Internet and doesn't anticipate the use of social media and other customer service tools.

Proposed solution: The National CTO or OMB should issue immediate guidance that outlines exceptions
to the PRA, such as using online surveys to solicit public opinion about federal websites, using social
media to have online discussion forums with the public, etc. .

9. Access for pedple with disabilities

Issue: Under section 508 of the Rehabilitation Act of 1973, all information provided to the public via
agency websites must be equally accessible to people with and without disabilities. Many social media
tools are automatically accessible because they are primarily text (e.g., biogs). However, some
muitimedia sites do not currently provide the opportunity to include transcripts or captioning, and many
agencies lack sufficient resources to provide these services on their own.

Proposed solutions:

1. The National CTO should issue guidance requiring agencies to post their materials in accessible
formats on their own websites, and that non-governmental sites may not be the sole location
where content is posted. This will ensure that people with disabilities always have an accessible
version of the content, and that the official version of content is located on a government
website.

2, The National CTO and GSA should collaborate on developing a government-wide procurement
vehicle to purchase tools that assist with 508 compliance, such as captioning software to make
videos and webcasts available to people with disabilities.

3. The National CTO should work with major companies to make Web software, including social
media software, fully accessible to people with disabilities.

10. Administrative requirements during rulemaking

Issue: The Administrative Procedure Act (APA) of 1946 sets rules for how agencies can communicate
with the public during rulemaking, accept public comment on proposed regulations, etc. The Act didn't
anticipate the collaborative tools now available, leading to hesitation and confusion as to how to
incorporate them during the rulemaking process.

Proposed solution: The National CTO or OMB should issue guidance to help agencies use collaborative
social media tools to enhance the rulemaking process, while still complying with the APA.

We welcome your questions and comments. Please contact the Federal Web Managers Councli

co-chairs, Sheila Campbell (sheila.campbell@gsa.gov) and Rachel Flagg (rachel.flagg@hud.gov).
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OLYMPIA...Attorney General Rob McKenna announced today that
Facebook has agreed to improve its terms and conditions for state and local
government agencies using the social media Web site. The new terms,
facilitated through the National Association of Attorneys General (NAAG)

. and the National Association of State Chief Information Officers (NASCIO),
resolve a series of legal issues that were caused by the site’s standard terms
of service agreement.

“Facebook provides a tremendous venue for state agencies and their local
counterparts to keep their constituents apprised of the great work that they
do,” McKenna said. “We and our partner agencies use the site as a means of
informing the community about the work of our offices and encouraging
people to become involved in their government.”

With regard to McKenna’s -announcement, Facebook has modified portions
in its terms of service agreement that all users must comply with in order to
use the site.

The multistate group, led by the Colorado and Washington Attorney _
General’s offices, began working on these modifications nearly a year ago,
after the public agencies encountered a series of issues while trying to use
the site, ' ‘

' These new terms mirror, in many ways, a similar agreement that the social
media company reached with the federal government more than a year
- prior, which allowed 33 federal government agencies to connect with their
constituents through Facebook.

Facebook has specifically agreed to modify the provisions of its terms and
conditions to:

+ Strike the indemnity clause except to the extent indemnity is allowed
by a state’s constitution or law; _

» Strike language requiring that legal disputes be venued in California
courts and adjudicated under California law;

+ Require that a public agency include language directing consumers to
its official Web site prominently on any Facebook page; and

+ Encourage amicable resolution between public entities and Facebook
over any disputes.

http://www.atg.wa.gov/pressrelease.aspx?&id=27120 Page 1 of 2
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The modifications will immediately apply to state and local government
agencies already on Facebook.

The states that participated in the multistate negotiations were Alaska,
Arkansas, Colorado, Connecticut, Delaware, Idaho, Massachusetts,
Mississippi, North Dakota, Ohio, Oklahoma, Oregon, South Carolina, Utah
and Washington.

The Washington State Attorney General’s Office also serves on the
Washington State Social Media Working Group to help develop social media
policy and best practices for all Washington state agencies. Recently, the
Washington State Attorney General’s Office won a “Waggy” award from the
Conference of Western State Attorneys General for its social media.

Contacts: Janelle Guthrie, Communications Director, (360) 586-0725

http:/ fwww.atg.wa.gov/pressrelease.aspx?&id=27120 Page 2 of 2
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| EETEPE l Facebook helps you connect and share with the people in your life.

Government Terms

Amended Pages Terms for State & Local Governments in the United States

If you are a state or local govemment or government agency in the United States ("You"), and You are using Facebook Pages in your official capacity (“Official Use”), the following
terms apply solely to such use and all other terms remain in effect: .

1. Disputes
You and Facebook will endeavor to resolve any disputes in an amicable fashion.

2. Venue
Section 15.1 of the SRR does not apply to your Official Use.

3. Governing Law
Section 15.1 of the SRR does not apply to your Official Use.

4. Indemnity .
If you are a state government or state government agency in the United States:
Section 15.2 of the SRR will apply to You only to the extent expressly permitted by your jurisdiction’s laws.

If you are a local government or local government agency in the United States:
Section 15.2 of the SRR will apply to You only to the extent permitted by your jurisdiction’s laws.

5. Disclaimer Requirement ‘
If you have an official website, your Page must contain, in a prominent location: *If you are looking for more information- about [Government Entity}, please visit [website URL]."

Fac :book @ 2011 . English {(US) Mobile - Find Friends - Badges - Peaple - Pages - Abaut - Acdvertising - Create a Page - Developers - Careers - Privacy « Terms - Help

http:/ /www.facebook.com/terms_pages_gov.php Page 1 of 1
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.. Keep me logged in Forgot your password?

This agreement was written in English (US). To the extent any translated version of this agreement conflicts with the English version, the English version controls. Please note
that Secuon 16 contains certain changes to the general terms for users outside the United States.

Date of Last Revision: April 26, 2011.

Statement of Rights and Responsibilities

This Statement of Rights and Responsibllities ("Sta “) derives from the Facebook Principles, and governs our relationship with users and others who mteract with
Facebook. By using or accessing Facebook, you agree to thls Statement.

1. Privacy

2;

Your privacy is very important to us. We designed our Privacy Palicy to make impottant disclosures about how you can use Facebook to share with others and how we
coilect and <an use your content and information, We encourage you to read the Privacy Policy, and to use it to help make informed decisions.

Sharing Your Content and Information

You own all of the cantent and information you post on Facebook, and you can control how it is shared through your pivacy and applicanon sétungs. In addition

1. For content that is covered by intellectual property rights, like photos and videos ("IP content”), you specifically aive us the following permission, subject to your
privacy and application setngs: you grant us a non-exclusive, transferable, sub-licensable, royalty-free, worldwide license to use any IP content that you post
on or in connection with Facebook ("IP License”). This IP License ends when you delete your IP content or your account unless your content has been shared with
othiers, and they have not deleted It.

2. When you delete IP content, it 1s deleted in a similar to emptying the recycle bin on a computer, However, you understand that removed content may
persist in backup coples for a reasonable period of time (but will not be avallable to others).

3. When you use an apphication, your cantent and information is shared with the application. We require applications to respect your privacy, and your agreement
with that application will control how the application can use, store, and transfer that content and information. (To learn more about Platform, read our Privacy
Policy and Platform Page.)

4, When you publisk tent or information using the "everyone® setting, it means that you are allowing everyone, including people off of Facebook, to access and
use that information, and to associate it with you (i.e., your name and profile picture).

5. We always appreciate your feedback or other suggestions about Facebook, but you understand that we may use them without any obligation to compensate you
for them (just as.you have no obligation to offer them). -

3. Safety

We do our best ta keep Facebook safe, but we cannot guarantee it. We need your help to do that, which includes the following commitments.
You wiil not send or otherwise post unauthorized commercial communications (such as spam) on Facebook,
2. You will not collect users' content or information, or otherwise access Facebook, using automated means (such as harvesting bots, robots, spiders, or scrapers)
without our permission.
3. You will not engage in unfawful multi-level marketing, such as a pyramid scheme, on Facebook.
4. You will not upfoad viruses or other malicious code.
5, You will not salicit login information or access an account bzlonging to sameone else,
6. You will not bully, intimidate, or harass any user. .
7. You will not post content that: is hateful, threatening, or pornographic, incites violence; or contains nudity or graphic or gratuitous violence.
8. You will not develop or aperate a third-party application containing aicohol-related or other mature content (inciuding advertisements) without appropriate
age~based restrictions. . .
9. You will follow our Promotions Guidelines and all applicable laws If you publicize or offer any contest, giveaway, or sweepstakes (“promotion”) on Facebook.
. .10, You wili not use Facebook to do anything unlawful, misleading, malicious, or discriminatory.
11, You will not do anything that could disable, overburden, or impair the proper working of Facebook, such as a denial of service attack.
12. You will not facilitate or encourage any violations of this Statement.

4. Registration and Account Security

Facebook users provide their real names and information, and we need your help to keep it that way. Here are some commitments you make to us relating to
registering and maintaining the security of your account:

1. You will not provide any false personal information on Facebook, or create an account for anyone other than yourself without permission.

2. You will not create more than one personal profile.

3. If we disable your account, you will not create another one without our perimission.

4. You will not use your personal profile for your own commercial gain (such as selling your status update to an advertiser).

5. You will not use Facebook if you are under 13.

6. You will not use Facebaok if you are a convicted sex offender.

7. You will keep your contact information accurate and up-to-date.

8. You will not share your password, (or In the case of developers, your secret key), let anyone else access your account, or do anything else that might jeopardize

the security of your account,
9. You will not transfer your account {incltiding any page or application you administer) to anyone without first getting our written perauission.
10, If you select a username for your account we reserve the right to remove or reclaim it if we believe appropriate (such as when a trademark owner complains

about a username that does not closely relate to a user's actual name).

S. Protecting Other People's Rigi!ls

We respect other people's rights, and expect you to do the same. - .

1. You will not post content or take any action on Facebock that infringes or violates someone else's nights or otherwise violates the law.

2. We can remove any content or information you post on Facebook if we bel that it viol this St

3. We will provide you with tools to help you protect your intellectual property rights. To learn more, visit our How to Report Claims of intellectual Property
intangernent page.

4. Ifwe ?emove s«:gr content for infringing someone else’s copyright, and you believe we removed it by mistake, we will provide you with an opportunity to appeal.

5. If you repeatedly infringe other people's Intellectual property rights, we will disable your accaunt when appropriate.

6. You wiil not use our copynights or trademarks (including Facebook, the Facebook and F Logos, FB, Face, Poke, Wall and 32665), or any confusingly similar
marks, without our written permission.

7. 1f you collect information from users, you will: obtain their consent, make |t clear you (and not Facebook) are the one collecting thewr information, and post a
privacy policy explaining what information you collect and how you will use it.

8. You will not post anyone's identification documents or sensitive financial information on Facebook.

Page 1of 4
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9. You will not tag users or send email invitations to non-users without their consent.
.
G. Moblle

J. We currently provide our mobile services for free, but please be aware that your carrier's normal rates and fees, such as text messaging fees, will still apply.
. Inthe event you change or deactivate your mobile telephone number, you will update your account information on Facebook within 48 hours to ensure that your
messages are not sent to the person who acquires your old number:

3. You provide all rights necessary to enable users to sync (including through an apphcanon) their contact lists with aty basic information and contact information
that is visible to them on Facebook, as well as your name and profite picture. .

7. Payments and Deals
. if you make a payment on Facebook or use Facebook Credits, you agree to our Paymerts Teris.
. If purchase a Deal, you agree to our Deals Terms.
. If you provide a Deal or partner with us to provide a Deal, you agree to the Metchant Deal Terms in addition to any other agreements you may have with us.

8. Special Provisions Applicable to Share Links

If you include our Share Link button on your website, the following additional terms apply to you:

. We give you permission to use Facebook's Share Link button so that users can post links or content from your website on Facebook.
. You give us permission to use and allow others to use such links and content on Facebook.

. You W|II not place a Share Link button on any page containing content that would violate this Statement if posted on Facebook

wrn e

9. Special Provisions Applicable to Developers/Operators of Applica!lons and Websites_

Il you are a developer or operator of a Platform application ar website, the following additional terms apply to you.
1. You are responsible for your application and its content and all uses you make of Platform. This includes ensuring your application or use of Platform meets ¢ .r
tacebook Platform Policies and our Adverusing Guidelines. .
2. Your access to and use of data you receive from Facebook, will be limited as follows:
1. You will only request data you need to operate your application. :
2. You will have a privacy policy that tells users what user data you are going to use and how you will use, display, share, or trnnsfer that data and you will
include your privacy policy URL in the Developer Apphcutmn

3. You will not use, display, share, or transfer a user’s data in a manner inconsistent with your privacy policy.

4. You will delete all data you receivé from us concerning a user if the user asks you to do so, and will provide a imechanism for users to make such a
request,

5. You will not include data you receive from us concerning a user in any advertising creative.

6. You will not directly or indirectly transfer any data you recelve from us to (or use such data in connection with) any ad network, ad exchange, data
broker, or other advertising related toolset, even if a user consents to that transfer or use.

7. You will not sel} user data. If you are acquired by or merge with a third party, you can continue to use user data within your application, but you cannot

transfer user clata outside of your application,
8. We can require you to delete user data if you use it in a way that we determine is inconsistent with users' expectations.
9. We can limit your access to data.
10. You will comply with all other restrictions contained in our Facebook Platform Palcies. .
. You will not give us information that you independently collect from a user or a user’s content without that user's consent.
You will make it easy for users to remove or disconnect from your application.
. You will make 1t easy for users to contact you. We casn also share your email address with users and others claiming that you have infringed or otherwise
violated their rights.
. You will provide customer support for your application,
. You will not show third party ads or web search boxes on Facebook.
We give you all nghts necessary to use the code, APls, data, and tools you receive from us.
. You will not sefi, transfer, or sublicense our code, APIs, or tools to anyone,
. You will not misrepresent your reiationship with Facebook to others.
11. You may use the logos we make availabie to developers or issue a press release or other public statement so long as you follow our Facebiook Platfarny Polictes,
12, We can issue a press release describing our relationship with you.
13. You will comply with all applicable laws. In particular you will (if applicable):
1. have a policy for removing infringing content and terminating repeat mfrmgers that cornplies with the Digital Millennium Copyright Act.
2. comply with the Video Privacy Protection Act ("VPPA"), and obtain any opt-in consent necessary from Users so that user data subject to the VPPA may be
shared on Facebook. You represent that any disclosure to us will not be incidental to the ordinary course of your business.
14. We do not guarantee that Platform will always be free.
15, You gwve us all nghts necessary to enable your application to work with Facebook, including the right to incorporate content and information you provide to us
Into streams, profiles, and user action stories.
16. You give us the right to link to or frame your application, and place content, including ads, around your application.
17. We can analyze your application, content, and data for any purpose, including commercial {such as for targeting the dellvery of advertisements and indexing
content for search).
18. To ensure your application is safe for users, we can audit it.
19, We can create applications that offer similar features and services to, or otherwise compete with, your application.

[ )

-
oWwooN®

10. About Advertisements and Other Commercial Content Served or Enhanced by Facebook

Our goal is to deliver ads that are not only valuable to advertisers, but aiso valuable to you. in order to do that, you agree to the following:
1. You can use your pfivacy settings to limit how your name and profile picture may be associated with commercial, sponsored, or refated content (such as a
brand you like) served or enhanced by us. You give us permission to use your name-and profile picture in connection with that content, subject to the {imits you
place. .
2. We do not give your content or information to advertisers without your consent.
3. You understand that we may not always identify paid services and communications as such,

11. Special Provisions Applicable to Advertisers

You can target your specific audlence by buying ads on Facebook or our publisher network. The following additional terms apply to you if you place an order through
our online advertising portal ("Order”):

1. When you place an Order, you will tell us the type of advertising you want to buy, the arnount you want to spend, and your bid. If we accept your Order, we will
cleliver your ads as inventory becomes available. When serving your ad, we do our best to deliver the ads to the audience you specify, although we cannot
guarantee In every tnstance that your ad will reach its nended target.

In thstances where we believe doing so will enhance the effectiveness of your advertising campaign, we may broaden the targeting criteria you specify.

2.

3. You will pay for your Orders 1n accordance with our Payments Termns. The amount you owe will be calcutated based on our tracking mechanisms.

4. Your ads will comply with our Advertising Guidelines.

5. We will determine the size, placement, and positioning of your ads.

6. We do not guarantee the activity that your ads will receive, such as the number of clicks you will get.

7. We cannot control how people interact with your ads. and are not responsible for click fraud or other improper actions that affect the cost of running ads. We
do, however, have systenis to detecl and filter certain suspicious activity, learn more here.

8. You can cance! yoyr Order at any tume through our onlme portal, but it may take up to 24 hours before the ad stops running. You are responsible for paying for

http://www.facebook.com/termé.php Page 2 of 4
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those ads. -
9. Our license to run your ad will end when we have completed your Order. You understand, however, that if users have interacted with your ad, your ad may
rematn until the users delete it.
10. We can use your ads and related content and information for marketing or promotional purposes.
11. You will not issue any press release or make public statements about your relationship with Facebook without written permission.
12. We may reject or remove any ad for any reason.
13, If you are placing ads on someone else's behalf, we need to make sure you have permission to place those ads, Includlng the following.
1. You warrant that you have the legal authority to bind the advertiser to this Statement.
2. You agree that if the advertiser you represent violates thls Statement, we may hold you responsible for that violation.

Special Provislons Applicable to Pages
If you create or administer a Page on Facebook, you agree to our Pages Tefms.

Amendments
1. We can change this Statement if we provide you notice (by posting the change on the Facebook Site Governance Page) and an opportunity to comment. To get
notice of any future changes to this Statement, visit our Facebook Site Governance Page and becomne a fan.
2. For changes to sections 7, 8, 9, and 11 {sections relating to payments, application developers, website operators, and adverstisers), we will give you a minimum
of three days notice. For aII other changes we will give you a minimum of seven days notice. All such comments must be made on the Facehook $ite Gavernance
Page.
3. If more than 7,000 users comment on the proposed change, we will aiso give you the opportunity to participate in a vote in which you will be provided
alternatives. The vote shall be binding on us if more than 30% of all active registered users as of the date of the notice vote.
4. We can make changes for legal or administrative reasons, or to correct an [naccurate statement, upon notice without opportunity to comment.,
Termination

If you viofate the letter or spirit of this Statement, or otherwise create risk or possible legal exposure for us, we can stop providing all or part of Facebook to you. We
will notify you by emall or at the next time you attempt to access your account. You may also delete your account or disable your application at any time. [n all such
cases, this Statement shall terminate, but the following provisions will still apply: 2.2, 2.4, 3-5, 8.2, 9.1~8.3, 9.9, 8.10, 9.13, 9.15, 8,18, 10.3, 11.2, 11.5, 11.6, 11.9,
11.12,11.13, and 14-18. .

Disputes
1. You will resolve any clatm, cause of action or dispute (“claim") you have with us arising out of or relating to this Statement or Facehook exclusively in a state or
- Tlederal court focated in Santa Clara County. The laws of the State of California will govern this Statement, as well as ahy claim that might arise between you and
us, without regard to confiict of law provisions. You agree to submit to the personal jurisdiction of the courts Iocated in Santa Clara County, California for the
purpose of litigating all such claims.

2. If anyone brings a claim against us related to your actions, content or information on Facebook, you will indemnify and hold us harmless from and against all
damages, losses, and expenses of any kind (including reasonable legal fees and costs) refated to such claim.

3. WE TRY TO KEEP FACEBOOK UP, BUG-FREE, AND SAFE, BUT YOU USE IT AT YOUR OWN RISK. WE ARE PROVIDING FACEBOOK "AS IS" WITHOUT ANY EXPRES5 OR
IMPLIED WARRANTIES INCLUDING, BUT NOT LIMITED TO, IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-
INFRINGEMENT. WE DO NOT GUARANTEE THAT FACEBOOK WILL BE SAFE OR SECURE. FACEBOOK IS NOT RESPONSIBLE FOR THE ACTIONS, CONTENT,
INFORMATION, OR DATA OF THIRD PARTIES, AND YOU RELEASE US, OUR DIRECTORS, OFFICERS, EMPLOYEES, AND AGENTS FROM ANY CLAIMS AND DAMAGES,
KNOWN AND UNKNOWN, ARISING OUT OF OR IN ANY WAY CONNECTED WITH ANY CLAIM YOU HAVE AGAINST ANY SUCH THIRD PARTIES. IF YOU ARE A
CALIFORNIA RESIDENT, YOU WAIVE CALIFORNIA CIVIL CODE §1542, WHICH SAYS: "A GENERAL RELEASE DOES NOT EXTEND TO CLAIMS WHICH THE CREDITOR
DOES NOT KNOW OR SUSPECT TO EXIST IN HIS FAVOR AT THE TIME OF EXECUTING THE RELEASE, WHICH IF KNOWN BY HIM MUST HAVE MATERIALLY AFFECTED
HIS SETTLEMENT WITIH{ THE DEBTOR.” WE WILL NOT BE LIABLE TO YOU FOR ANY LOST PROFITS OR OTHER CONSEQUENTIAL, SPECIAL, INDIRECT, OR INCIDENTAL
DAMAGES ARISING OUT OF OR IN CONNECTION WITH THIS STATEMENT OR FACEBOOK, EVEN IF WE HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
OUR AGGREGATE LIABILITY ARISING OUT OF THIS STATEMENT OR FACEBOOK WILL NOT EXCEED THE GREATER OF ONE HUNDRED DOLLARS ($100} OR THE
AMOUNT YOU HAVE PAID US IN THE PAST TWELVE MONTHS. APPLICABLE LAW MAY NOT ALLOW THE LIMITATION OR EXCLUSION OF LIABILITY OR INCIDENTAL OR
CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION OR EXCLUSION MAY NOT APPLY TO YOU.:IN SUCH CASES, FACEBOOK'S LIABILITY. WILL BE LIMITED TO
THE FULLEST EXTENT PERMITTED BY APPLICABLE LAW.

Special Provisions Applicable to Users Outside the United States -

We strive to create a global community with consistent standards for everyone, but we also strive to respect local taws. The following provisions apply to users outside
the United States.
1. You consent to hawving your personal data transferred to and processed in the United States.
«2. ifyou are located in a country embargoed by the United States, or are on the U.S. Treasury Departiment's hist of Specially Designated Nationals you will not
engage in commercial activities on Facebook (such as advertising o payments) or operate a Platform application or website.
3. Certain specific terms that apply only for Germian users are available here.

Deflnitions

1. By "Facebook” we mean the features and services we make avallable, including through (a) our website at www.facebook.com and any other Facebook brandec
or co-branded websites (including sub~domains, interiational versions, widgets, and mobile versions); {b) our Platform; (c) social plugins such as the like
button, the share button and other similar offerings and (d) other media, software (such as a toolbar), devices, or networks now existing or later developed.
By “"Platform" we mean a set of APIs and services that enable others, including application developers and website operators, to retrieve data from Facebook or
provide data to us.
. By "information™ we mean facts and other information about you, including actions you take.
. By "content” we mean anything you post on Facebook that would not be included in the definition of “information,”
By “data” we mean content and information that third parties can retrieve from Facebook or provide to Facebook through Platform.
By "post” we mean post on Facebook or otherwise make available to us (such as by uslng an appiication).
By "use" we mean use, copy, publicly perform or display, distribute, modify, translate, and create derivative works of.
. By "active registered user” we mean a user who has logged into Facebook at least once in the previous 30 days.
. By "application” we mean any application or website that uses or accesses Platform, as well as anything else that recewves or has received data from us. if you
no longer access Platform but have not deleted all data from us, the terrn application will apply until you delete the data.

~

TOENOWMSW

Other
1. If you are a resident of or have your principal place of business in the US or Canada, this Statement is an agreement between you and Facebook, Inc. Otherwise,
this Statement is an agreement hetween you and Facebook Ireland Limited. References to "us,”"we," and *our" mean elther Facebook, Inc. or Facebook Ireland
Limited, as appropriate.

2. This Statement makes up the entire agreement between the parties regarding Facebook, and supersedes any prior agreements,
3. If any portion of this Statement Is found to be unenforceable, the remaining portion will remain in full force and effect.
4. If we fall to enforce any of this Statement, It wili not be consldered a waiver.
5. Any amendment to or waiver of this Statement must be made in writing and signed by us.
6. You will not transfer any of your rights or obligations under this Statement to anyone else wlthout our consent.
7. All of our rights and obligations under this Statement are freely assignable by us in connection with a merger, acquisition, or sale of assets, or by operation of
law or otherwise.
8. Nothing in this Statement shall prevent us from complying with the law.
9. This Statement does not confer any third party beheficiary rights.
10. You will comply with all applicabie laws when using or accessing Facebook.

hitp:/ /www.facebook.com/terms.php Page 3 of 4
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You may also want to review the following documents:

Privacy Policy: The Privacy Policy is designed to help you understand how we collect and use information.

.
* Payment Terms: These additional terms apply to all payments made on or through Facebook.
» Platfarm Page’ This page helps you better understand what happens when you add a third- party application or use Facebook Connect. including how they may access

and use your data.

» Facebook Platfoim Policies: These guidelines outline the policies that apply to applications, including Connect sites.

® Advertising Gindelines: These guidelines outline the policies that apply to advertisements placed on Facebook.

# Promotions Guidelmes: These guldelines outline the policies that apply if you have obtained written pre-approval from us to offer contests, sweepstakes, and other
types of promotions on Facebook.

« How to Report Claims of Intellectuai Property Infringement

e How to Appeal Claums of Copyright Infrimgement

o Pages Terms -

e To access the Statement of Rights and Responsibilities in several different languages, change the language setting for your Facebook session by clicking
on the Janguage link in the left corner of most pages. If the Statement is not available in the language you select, we will default to the English version.

Facebook © 2011 « knglish (US) Mobile - Find Friends - Badges « People - Pages - About --Advertising - Create a Page - Developers - Careers - Privacy - Terms « Help
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Using Online Tools to Engage—and be Engaged hy—The Public

Matt Leighninger
Deliberative Democracy Consortium




Ten Tactics for Engaging the Public

co

INTRODUCTION

1. Develop documents
collaboratively via Wikis
(Wikis)

2. Create shared work space
for citizens
{Shared Workspace)

3. Facilitate large-scale
deliberation online
(Large-scale Deliberation}

Why Do it?

You ave trying to encourage
citizens to take shared ownership
of an issue and participate in
addressing it

You are trying to encourage
citizens to take shared ownership
of an issue and participate in
addressing it

* You are in the midst of a high-
profile situation in which people
do not agree about what
should be done

You are trying to encourage
citizens to take shared owner-

§ Online Tools

Wikispaces, free at basic fevel: www.wikispaces.com
Wikiptanning,™ fee for service: www.wikiplanmng.org

Google Docs, free: dacs.guogle.com

Dropbox, free at basic level: www.dropbox.org
GoogleGroups, free: www.googlegroups.com

Ning, fee for service: www.ning.com ’

BigTent, fee for service: www.bigtent.com
CivicEvolution, fee for service: www.civicevolution.oig

Ascentum Choicebook,™ fee for service: www.ascentum.ca
DialogueApp, fee for service: www.dialogue-apa.com

Zilino: www.zilino.com

Microsoft TownHall, fee for service: www.microsoftlownhall.com
1BM MiniJam and innovationJam, fee forservice:
www.ibm.convibny/jarg/

INTRODUCTION

ship of an issue and partici-
pate in addressing it

You are trying to educate and

Inform citizens about a
particular issue or decision

4, Use "serious games® to
generate interest, under-
standing, and input
(Serious Gaming)

) :Sufvey Attitudves .

5. Survey citizens

6. Aggregate opinions
expressed on social media
" networks
(Aggregate Opinibn§) '

Priotitize Options

You are trying o educate and
inform citizens about a particular
issue or decision

'You want the immediate opinions
of citizens

You want the Immediate opinions
of citizens :

Ten Tactics for Eng_aging the Public (continued)

Why Do 2 B

Second Life, free at basic level: www.secondiife.¢om
Zynga, fee for service: www.zynga.coni
Persuasive Games, fee for service: www.persLiasivegames.com

SurveyMonkey, free-at basic level: www.surveyimonkey.com
SurveyConsole, free at basic level: www.surveyconsole.com

SurveyGizmo, fee for service: www.surveygizaio.com

ThinkUp, free: www. thinkupapp.com
(:_Iti'zé_nScape, fee for service: www.citizenscape.net
Busjness Analytics, fee for service: www.ibm.cony/software/analytics/

. CopRA_,,,f_eé;f_O[.service: www.almaden.lbm.com/asr/projects/cobra/

7. Gather and rank'ideas and
solutions ,
{Idea Generation)

8. Work with citizens to-iden-
tify and prioritize problems
that government can fix
(Identify Problems)

9. Help citizens to visualize
geographic data: -~
(Mapping)_

10. Help citizens to balance
budget and revenue
og'ions
(Identify Priorities)

You. need:ideas and.information
from citizens on a given.issue or
issues

You need ideas and information
from citizens on a given issue or
issues

You, are trying to educate and
inform citizens about a particular
issue or decision

You are.trying to educz’e and
inform.cltizens about a particular
issue or decision

alg; free at basic level: www.Ideascale.com
git; fee, for service; wwwi.spigit.com
Bubble:|deas, fee for service: hitpi/bubbleideas.com/
Delib Dialogue App, free at basic level: www.dialogue-app.com
Google Moderator, free: www.google.conVmoderator/

SeeClickFix; free at basic level: www.seeclickfix.com
'ngriStréetMap; free: www.openstreetmap.org
ers, free: hitp://openlayers.org

_WildMétiié; free: hitp://wikimapia.org

Twittér, free; www.twitter.com

GoogleMaps, free: www.googlemaps.com
Virtual Earth, free: hitp://virtualearth.com

it free: hitp://woridkit.org/
Cpmmunlty\fﬁ,-,fee for service: www.communilyviz.coimn
MetroQuest, fee for service: www.metroguest.corm

Budget Simulator, fee for service: www.budgetsimulator.com
Budget Allqcatqr.- fee for service: www.budgetallocator.com
Demos-Budget, fee for service: w./w.demos-hbudget.eu




Using Wikis in Government:
| A Guide for Public Managers |

Ines Mergel
Syracuse University

www.businessofgoverment arg

Best Practices for Wiki Administrators

1.

Start with a seeding phase: In the early phases of a Wik, it is important to generate content and
support the editing process. Make it easy for people to get into online publishing: Encourage them
to provide initial content that they think might be of value to the community, but have not widely
shared so far.

Don't write about transitery matters: Unless the topic warrants the magnitude of an article, people
should let the content grow and emerge as they find necessary. Introduce a “gardening” principle to
keep content clean and on topic, merge topics if necessary, and constantly stay in contact with con-
tributors to help them understand the established writing principles.

Keep information alive: Another way to think about content is to create information that is con-
stantly updated, so that users want to contribute whenever new ideas arise, ideas that might be
extending the existing norms or trains of thought. Instead of working toward a final document—in
an encyclopedic style—the document can be supported by source material instead of replicating
material. Ongoing conversations and knowledge production can be organized “rolling docs” and
create what is called by Chris Rasmussen "living inte_l|igence".7 Rolling documents are constantly
In a beta status and are collectively improved over time.

Training, training, training: Training is essential to understand how technology works in general,
Never believe that users are as tech-sawy as It may seem. There is a great deal of variety in online
read-write fiteracy, and a hesitation to share knowledge online (loss of control). “I don't think people
really know just how much they are responsible for once they become the owners of that entire
process.” Top management buy-in resuits in bottom-up participation.

Set clear community rules and enfarce online professionalism and netiquette: As with every tech-
nology or innovation that is introduced to an agency, it is necessary to set standards for the appro-
priate and accepted use for a Wiki. Topics such as appropriate language, conduct, and defamations
must be set in stone. Rules for an appropriate online discussion culture need to be addressed, and
respect for contradicting and opposing opinions need to be made explicit. Moreover, think about
"what if§:" What if contributors fail to comply with the rules of the online community? Fee! free to
take action and remove “trolls,” defamation, and inapprapriate content to keep the value of the
content and the overall site as high as possible.

Accountability is mere impartant than anonymity in the public sector: On public Wikis, It is
especially important to honor the principles of accountability. Contributors should sign in with a
password and contact information. For internal Wikis, decide about the publishing format and make
content available'in an attributable manner, so that content and knowledge is connected to peaple.
Reliability and accountability can be increased through discussions that add different perspectives,
theorles, and arguments. To accomplish this, apply a discussion section to encourage users to share
their thoughts and justify why they made changes to existing content. This will increase the accep-
tance and overall accountability of the site. Content should be clearly described as non-authoritative.
Wiki content should not be designed as flnal products,but should be seen as discussion documents
that portray the overall process through which contributors arrived at decisfons or knowledge. The
discussion document can be seen as part of the content creation process and as a deliberative ele-
ment of the overail process. -

For more delails walch the “Living Intelligenice” video produced by Chris Rasmussen, 1 . S U 270 T O R <
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Best Practices in Creating and Maintaining Wikis

The following best practices are based on the lessons learned by Wiki administrators and public manag-
ers reported in the nine case studies.

Best Practices for Public Managers

1. Allow your own organization enough lead time to use a Wiki: The organization needs to understand
changes in the collaborative process, know what is needed 1o support the collaborative culture,
understand thé technology, and set up an appropriate support context (reference group, editorial
team, neutral dispute coordinators, gardeners, efc.).

2. Understand your audience(s): Look at your audience and understand existing dynamics and
responses to new challenges. What kind of knowledge is needed to address the dynamic and
complex environment of your agency? How does your agency prefer to interact with citizens?

3. Make a conscious decision about acceptable content and behaviar on your Wiki: Do not allow
copy and paste of already existing internal documents that are located somewhere on the intranet
or are publicly available on the web. Instead, link to locations, people, or content and focus only on
Innovative and new content creation on the Wiki. As result, content will not be replicated, and con-
tributars or readers will come back for only unique content. Past your acceptable use strategy and
policy prdminentiy on the Wiki—repeat as often as necessary. .

4. Resolve disputes about content; Forming a panel.of knowledgeable and neutral parties to review
content-related disputes helps to neutralize discrepancies about the content in an acceptable way.
Following a clear, well-formulated strategy that is transparent to the contributors helps them under-
stand how the conflict is resolved, encouraging them to keep up their great contributions.

5. ‘Formal ways of collaboration trump informal ways: Formal ways of collaboration, for example at
conferences, are long established. In addition, people tend to trust face-to-face networking with key
peopie to talk about necessary activities. It is therefore difficult to change to informal ways of col-
laborating on a, Wiki. A way to remedy this is to manage people and content by “walking around"—~
make sure that users don't think that their content disappears into a black box, but actively engage
them in periodic face-to-face conversations to help increase trust in the process and show top man-
agement support for this form of collaboration.

6. Let people pick their area of expertise: People will be most likely to participate on Wiki pages that
contain topics on which they either have an explicit expertise or on which they believe they can
make a contribution. In order to support this natural tendency, move publication responsibiities
as well as information management, creation, and knowledge sharing onto the actual knowledge
users and experts. Provide additional incentives, such as SWAG (“stuff we all get"”), recognition in
employee evaluations, etc., to honor contributions and constant improvements.

7. Knowledge maves with people: Peopie move on to other jobs before they can share all the infor-
mation they have acquired and haven't yet downloaded onto information-sharing instruments such
as Wikis. There are several ways to remove the information-sharing barrier. Make knowledge shar-
ing a daily routine instead of a one-time download activity. Implement knowledge stewards and
“gardeners” who help employees leam how to formalize their knowledge on a Wiki, and support
them by fitting it into the organizational knowledge base.
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Executive Summary

The use of social media for federal services and interactions is growing tremendously, supported
by initiatives from the administration, directives from government lcaders, and demands from the
public. This siluation presents both opportunity and risk. Guidelines and recommendations for
using social media technologies in a manner that minimizes the risk are analyzed and presented
in this document.

The decision to embrace social media technology is a risk-based decision, not a technology-
based decision. It must be made based on a strong business case, supported at the appropriate
level for each department or agency, considering its mission space, threats, technical capabilities,
and potential benefits. The goal of the IT organization should not be to say “No™ to social media
websites and block them completely, but to say “Yes, following security guidance;” with
effective and appropriate information assurance security and privacy controls. The decision to
authorize access to social media websites is a business decision, and comes from a risk
management process made by the management team with inputs from all players, including the
CIO, CISO, Office of General Counsel(OGC), privacy official and the mission owner{1]. The
use of social media and the inherent cybersecurity concerns form a complex topic that introduces
additional vulnerabilities, targeted by an advanced threat, requiring updated sets of controls.

Risks

Federal Government information systems are targeted by persistent, pervasive, aggressive
threats. In order to defend against rapidly evolving social media threats, departments and
agencies should include a multi-layered approach in a risk management program, including risks
to the individual, risks to the department or agency, and risks to the federal infrastructure[1]. A
defense-in-depth approach should be considered in evaluating the top three most likely threats to
federal employees, infrastructure, and information. Social media technologies such as Wikis,
Blogs, and social networks are vulnerable to the following methods/techniques of cyber attacks:
Spear phishing, Social Engineering, and Web Application Attacks.

Risk.Mitigation

This document recommends mitigating the social media risks through a series of guidelines and
recommendations to assist federal departments and agencies in developing a strategy to securely
enable the use of social media. These include recommendations for the creation of a government-
wide policy for social media, addressing policy controls, acquisition controls, training controls,
and host and network controls. Policies should not be based on specific technology, as
techriology changes rapidly. Rather, policies should be created to focus on user behavior, both
personal and professional, and to -address information confidentiality, integrity, and availability
when accessing data or distributing government information. Procedures should be created and
updated frequently to address the rapid changes in specific technologies. For example,
acquisition controls are particularly critical when dealing with social media and other emerging
technologies, because so many of them are outsourced and exist in a cloud computing
environment. Additional security controls must be considered when using an externally hosted
information system, including additional monitoring: and configuration controls specific to
federal information systems. Augmented training requirements must also be considered for
federal employees using social media, due to additional attack vectors, additional security
concerns, and updated policies and procedures to implement these recommended controls,
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Finally. a series of technical host and network controls is recommended, from standardizing the
desktop image to securing the Internet connection through a Trusted Internet Connection (TIC).

introduction

On January 21, 2009, President Barack Obama signed a memorandum for Transparency and
Open Government{2]. The Federal Government has responded with several initiatives which
utilize collaborative social media technologies to engage with the public. The Federal CIO,
Vivek Kundra, has stated Web 2.0 technologies are essential to “tap into the vast amounts of
knowledge ... in communities across the country”[3). Mr. Kundra has also developed a five-
point plan to enable the administration’s agenda: (1) Open and transparent govermnment; (2)
Lowering the cost of government; (3) Cybersecurity; (4) Participatory democracy; and (5)
Innovationf4).

Cybersecurity was labeled as “crucial™ for success by Mr. Kundra. To that end, this document
proposes guidelines for the secure use of social media technologies within the Federal
Government and provides recommendations for the creation of a government-wide policy for
social media. This may require the re-education of senior management officials, as barriers are
often perceived to be technology issues rather than communications, policy, strategy, or
management issues. The senior technology official at each federal agency should develop a
social media communications strategy, with the support of their communication office, that
accurately addresses the guidelines in this document in conjunction with government-wide

policy[5].

Finally, the decision for a Federal department or agency to engage with social media must be a
risk-based decision making process, made using strong business justifications that identify
mission requirements and drive toward an expected outcome through social media use[1]. The
decision to engage or not to engage in social media use should not be made by the IT department.
alone, rather it should come from a risk management process made by the management team
with inputs from all players, including the CIO, CISO, Office of General Counsel(OGC), Office
of Public Affairs (OPA), Privacy official and the mission owner[1]. This document will outline
the use cases for social media in the federal space, some of threats within this space, and some
compensating controls to reduce these threats. All these should be considered as inputs to the risk
management process.

Use of Social Media within the Federal Government

The use of social media technologies within the Federal Government quickly becomes a complex
topic, with varying interpretations and perspectives. Researchers Dr. Mark Drapeau and Dr.
Linton Wells at the National Defense University (NDU) define social media as social software,
“applications that inherently connect people and information in spontaneous, interactive ways.”
They have articulated four specific use cases of social media within the Federal Government.
These four use cases, depicted in Figure i, include Inward Sharing, Outward Sharing, [nbound
Sharing, and Outbound Sharing. While related, each use case has different threats and requires
different information security controls to mitigate those threats[6].

Inward Sharing is the sharing of internal organizational documents through internal collaboration

sites such as SharePoint portals and internal wikis. As this is government information hosted on
govermument or government-contracted information systems, it falls well within the definition of a

Federal CIO Council [SIMC NISSC Web 2.0 Security Working Group Page 7



federal information systerm under FISMA[7]. Inward Sharing has quite a bit of guidance
addressing system security, as shown in Figure 1[6].

Outward Sharing, also known as inter-institutional sharing, enables Federal Govemment
information to be shared with external groups, such as state and local governments, law
enforcement, large corporations, and individuals. For example, agencies may use social media to
communicate with the public during a time of crisis. Other examples of Outward Sharing include
public websites used in a private function to Facilitate the information sharing role. These include
GovLoop, an externally hosted social network catering to US Govermnment employees and
contractors, STAR-TIDES, a knowledge sharing research project for complex operations, and
National Institute for Urban Search and Rescue, Readiness, Response, Resilience, and Recovery
(NIUSRS) using LinkedIn to connect with members and share information[6].

Inbound Sharing, also known as
“crowdsourcing,” is similar to
conducting a large  online
collaborative  poll.  Change.gov
exemplifies inbound sharing where

Internal

Inbound

the “Open for Questions” forum
. allowed over 100,000 people to
participate in a government-

sponsored online meeting and Outward t Grld

Sharing
Direction

submit over 75,000 questions External @ 4

ranging from the economy, to — -
health care, to national security[6]. Individual |nteraction Level Group

Finally, Outbound Sharing s Figure 1: Four functions of sociaf software in government and the

federal engagement on public *M™ountofguidance 1]

commercial social media websites.. The guidelines presented in this document are primarily
applicable to Outbound Sharing, though they can be applied to all four use cases. For example,
the authors of the NDU document cite the example of Colleen Graffy, formerly the Deputy
Assistant Secretary of State for Public Diplomacy, who used Twitter to comnect with foreign
media before her visits to their respective countries. This gave foreign media outlets a
perspective into her personality before her arrival, called “Ambient Awareness,” and provided a
human aspect to Ms. Graffy’s official role, Ultimately she enabled more comfortable
communications during her trip, and received more favorable reviews by foreign media[6].

The use of social media and the subsequent cybersecurity concerns form a complex topic that
involves, not only familiar threats, but also introduces additional vulnerabilities, targeted by an
advanced threat, requiring updated sets of controls. There currently exists a robust set of
Computer Security laws, policies, and guidance for federal information systems from NIST,
DOD, OMB, GAO, and DHS[8]. Most of this guidance addresses federal information systems,
which applies to internal information systems used for inward sharing. As federal agencies
engage in external sharing with larger groups, the use case shifts toward outbound sharing on
non-federal information systems, as demonstrated in Figure 1. Less federal guidance exists for
inbound, outward, and outbound sharing use cases, and the guidance that does exist is relatively
recent. For example, the US Air Force New Media Guide, published in 2609[9], provides
guidance to address these new use cases for the Federal Government. ’
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The Threat

Federal Government information systems are targeted by persistent, pervasive, aggressive
threats. This is well known and documented, as stated in May of 2009 by Margaret Graves,
Acting CIO for the Department of Homeland Security.

 We have now learned first-hand about this growing category of threats that directly

" target the Federal Government, our systems, and our information. We have also

. Witnessed how these threats have become more persistent, more pervasive, and even
more aggressive than we imagined, These actors appear to be highly-motivated and well-
resourced, and it will take all of our collective efforts to keep them out of our
networks{10].

As the Federal Government begins to utilize public social media websites, these advanced
persistent threats may target their efforts against these websites. These attackers-may use social
media to collect information and launch attacks against federal information systems. By
improving cybersecurity controls around current information systems, attackers are likely to
target less secure information systems to reach their targets. The rapid development of Web 2.0
technologies makes it difficult to keep up with emerging capabilities and uses[6]. Security
technologies should defend against new attacks, but by the time the Federal Government has

"caught up to the technology with policies and protection mechanisms, the technology may be

outdated or surpassed by the next new development. In order to defend against rapidly evolving
social media threats, the Federal Government should include a multi-layered approach to social
media threats in a risk management program, including risks to the individual, risks to the
department or agency, and risks-to the federal infrastructure(1]. A defense-in-depth approach
should be considered ‘in evaluating the top three most likely threats to federal employees,
infrastructure, and information. Social media technologies such as Wikis, Blogs, and social
networks are vulnerable to the following methods/techniques of cyber attacks: Spear phishing,
Social Engineering, and Web Application Attacks.. : '

Spear Phishing .

Spear Phishing is an attack targeting a specific user or group of users, and attempts to deceive the
user into performing an action that launches an attack, such as opening a document or clicking a
link[11]. Spear phishers rely on knowing some personal piece of information about their target,
such as an event, interest, travel plans, or current issues. Sometimes this information is gathered
by hacking into the targeted network, but often it is easier to look up the target on a social media
network. In April 2009, the Federal Bureau of Investigation released a Headline Alert
specifically citing social networking sites as a mechanism for attackers to gather information on
their targets by harvesting information from publically accessible networks and using the
information as an attack vector[12]. .

As security tools become more sophisticated, so do attackers[13]. As departments improve their
security capabilities, including departmental Security Operations Center (SOC) management and
improved monitoring capabilities, attackers may shift to more advanced mechanisms to target
specific users. For example, spear phishing a high-value individual, also known as “Whaling,”
can use a customized infected document with specific information containing a unique malicious
paylc_aad, making it more difficult for anti-virus companies to detect its unique signature. Quoting
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Patrick Runald at the security firm F-Secure, “If you wanted to attack the CDC during the swine
flu outbreak, what better way than to send something that looks like it's an internal document?”
These targeted attacks seem to be replacing previous attack techniques[14].

Finally, spear phishers utilize social media as an alternative way to send phishing messages, as
the social media platform bypasses traditional email security controls. Security teams have
already observed multiple social media websites used as a propagation mechanism to trick users
to open a document or click a link[15]. Sometimes these attacks will use URL shorteners to
obscure the actual website name. The Federal Goverament should consider creating its own URL
shortener, with appropriate logging and security, for federal use on social media websites.

Social Engineering
The second concern Tegarding social media use by federal employees is Social Engineering,
which relies on exploiting the human element of trust[16]. The first step in any Social
Engineering attack is to collect information about the attacker's target. Social networking
websites can reveal a large amount of personal information, including resumes, home addresses,
phone numbers, employment information, work locations, family members, education, photos,
and private information. Social media websites may share more personal information than users
expect or need to keep in touch.

, .
For example, a study by the University of Virginia cites that out of the top 150 Facebook
applications, all of which are externally hosted, 90.7% of applications needed nothing more than
publicly available information from members. However, all of these applications were given full
access to personal information not necessary for operation, but suppliéd by the user granting the
applicatious total access to their account[17].

When a federal employee joins a social media website, they may identify themselves as an
employee of their department. This may happen intentionally in their profile, or unintentionally
as they register with their .GOV or MIL email address. Their self-identification creatcs a
departmental Internet footprint, which is valuable information to our adversaries. As more
federal employees self-identify on social media websites, the federal footprint on social
networking will grow, creating a target-rich environment to help our adversaries target specific
individuals to launch various Social Engineering and Spear Phishing attacks[18]. For example,
an attacker may learn personal information about an individual and build a trust relationship by
expressing interest in similar topics. Once the victim trusts the attacker, the attacker can collect
more information about the user, or use their relationship to expand their influence. The attacker
can expand their trust relationship to other users and friends, further gathering information and
penetrating the trust of departmental personnel.

Additicnally, high-profile federal employees create an even larger footprint, as they have greater
name recognition, collect more friends, and often want to engage with the public. A high-profile
federal employee with greater name recognition is a prime target for a social engineer to exploit
the trust relationships established within that social network. In an attack similar to the
“Whaling” spear phishing threat cited earlier, social engineering attacks may target high-profile
individuals by relying on established trust relationships, such as_close friends and colleagues.
Through a compromised social media account, the aftacker may pose as a friend to elicit
information, action, or support[19].
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Web Application Attacks
Web Applications are dynamic web pages that use scripting to provide additional functionality to
the user. Using Web Applications, users may create interactive web applications. However, with

" additional functionalities come additional opportunities to exploit the web application. Social

media websites are advanced web applications, as their use requires a high level of interaction
and capabilities. This opens up social media websites to a wide range of vulnerabilities
exploitable by attackers. The Open Web Application Security Project (OWASP) has published
guidance to improve the level of web application security, but it is not easy to determine if a
social media website is following OWASP principles and building more secure web
applications[20].

Advances in web application technologies allow attackers to use new techniques against social
media websites not previously possible in email. For example, emerging techniques include
using custom Facebook' Applications to target users. Facebook applications are written by third-
party developers and often have minimal security controlsf21]. :

To illustrate this security issue, consider that a user may grant a malicious web application access
to their Facebook account, which may compromise their account or download unauthorized
software to their computer. This is demonstrated in Figure 2, a screenshot of the “Secret Crush”
application which installs the “Zango” Spyware/Adware program[22]. Other attacks include
using a Cross-Site Scripting (XSS) .or similar attack to launch a javascript-based keystroke
logger, capturing user keystrokes, including account usernames and passwords. Proof of concept
code demonstrated this attack vector during a 2006 MySpace phishing attack that compromised
34,000 usernames and passwords{23]. Social media as an attack platform is an active area of
cybersecurity research; attackers are limited only by their creativity to embrace flexible Web 2.0
technology. New attacks are emerging on a regular basis, as was demonstrated at the 2009
ShmooCon security convention in Washington, DC[24].

e ok penws v, Neropa'e tibors |

Finally, while a hijacked personal social media
B . account may be annoying and personally costly

N L.
NS vepertte

or embarrassing, a hijacked account of a federal
user or a federal account may have more
serious implications. Unofficial posts, tweets or
v s messages may be seen by the public as official

peal .- h messages, or may be used to spread malware
Figure 2; Secret Crush application in Facebook [22] by encouraging users to click links or
download unwanted applications.

Recommendations

The following are a series of strategies and recommendations for federal departments, agencies,
and policy makers to minimize risk. These solutions may be considered compensating controls in
a risk management equation to enable more secure use of social media technology in a Federal
Goverament environment. Selection of these various coatrols should be made specific to each

' Note: The Federal CIO Council does not endorse the use or imply preference for any vendor
comunercial products or services mentioned in this document.
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agency, as each has different missions, technologies, and threats. These recommendations
include both non-technical and technical security controls, and can be divided into five broad
categories. Non-technical security controls include policy controls, acquisition controls, and
specialized training. Technical security controls include network and host controls. The lists
below are not exhaustxve other compensating controls may be considered.

Policy Controls .

Social media presents a new set of tools for interactive dialog. However, users may make
themselves vulnerable by trusting circles of friends and colleagues and disclosing personal facts
mote readily. Additionally the same phishing, social-engineering, and Web 1.0 threats (worms,
trojans, etc.) may be used to exploit a friend's trust.

The safe use of social media is fundamentally a behavioral issue, not a technology issue. Policy
addressing behavior associated with protecting data would likely cover current social media
technologies as well as future technologies. Policies for Web 2.0 technologies, blogs, wikis,
social media sites, mash-ups, cloud computing, Web 3.0, outsourced e-mail, and other new
technologies will remain extensible and applicable. A policy specific to Web 2.0 or social media
might be too narrowly focused; rather, procedures should be used to address the “how” question
to help mitigate specific risks and provide specific solutions. The risk of using social media tools
shotld be addressed by policies and procedures focusing on information confidentiality, integrity
and availability, and user behavior, both personal and professional, when accessing data or
distributing information. Federal agencies should follow the guidelines below. .

* The senior technology official at each federal agency should develop a social media
communications strategy, with the support of their communication office, that accurately
addresses the guidelines in this document in conjunction with government-wide
policy([5].

* Follow NIST Special Publication 800-39 risk management principles[25].

* Follow NIST Special Publication 800-53R3 controls, especially -those for external

.+ information systems (AC-20)[26].

* Follow NIST FIPS Publication 199 to categorize information posted on social medla
websites and guide application of SP800-53R3 and SP800-60. For example, data posted
to the public, the security categorization should be NA for Confidentiality (all public
information) and no greater than LOW impact for Integrity and Availability[271.

*  Follow the NIST Special Publication 800-60 categorization of the information based on
the mission-based information type and intended use of the new technology[28]. Social
media websites may be used for different purposes, such as outreach -to- the public,
communication among a community of interest, or collaboration within a select group of
individuals. Each scenario calls for different risk management scenarios.

¢ Update current policies for privacy and security in accordance with recommendations
adopted from this document, including technical controls and user training.

* Update current policies for content filtering and monitoring to address functional areas of
system administration and user behavior, including limiting specific activities or traffic
disallowed, such as the addition of third party applications.

* Update current Acceptable Use Policies (AUP) to cover-user behavior for new media
technologies. User behavior includes personal use of government equipment and
professional use of internal facing, public facing, and external resources. A complete
AUP should address a wide array of issues, including password reuse, department
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represe‘ntation comumitments on behalf of Government, and security recommendations
from this document.
* Update federal-level policy in accordance with this guidance as apphcable

Acquisition Controls

When Federal agencies use hosted information systems, such as social media websites, they must
have some level of risk management, mitigation, and acceptance of residual risk. Most social
media websites have a service subscription model that provides additional capabilities, or may be
able to provide federal agencies with additional capabilities for a fee. This has already been
demonstrated through modifications to Terms of Service (TOS) agreements by GSA[29]. Federal
agencies should require enhanced security and privacy controls through contracted social media
services, such as those listed below:

* Support stronger authentication mechanisms for federal employee and agency user

" profiles, including multi-factor authentication.

* Ensure social media websites consider basic security best practices, such as input
validation, code security reviews, and strong cookie management. These will help to
prevent common web application attacks identified in this document, such as Cross-Site
Scripting (XSS) and Cross-Site Request Forgery (CSRF).

*  Address the federal policy issues regarding persistent cookies and their use to track users
from one session to the next.

* Address federal policy issues restricting the use of comment moderation and monitoring
on social media websites and accounts. '

= Designate a dedicated government server or instance within the corporate social media
network that provides the appropriate level of security, privacy, retention, and other
security controls.

* Social media websites may identify all profiles with a “.GOV” and “.MIL” domain name
email address and provide additional monitoring and stronger privacy settings. This may
also involve removing certain data fields, such as the user’s employer details, work
location, resurne, skill descriptions, or additional professional information.

®  Partnerships with social media providers may allow additional visibility into Ffederal
employee accounts, and provide a mechanism to trace employee actions under a federat
user account on public servers. This will assist federal incident responders when
investigating social media account compromises and misuses.

* Create strong conununications between Federal Security Operations Centers (SOC) and
social media provider security teams. By establishing communications, roles, and
responsibilities before an incident occurs, responders will be able to more rapidly resolve
security incidents. ,

"®  Allow a federaily operated or contracted SOC to independently monitor the security and
network operations (including the NOC/SOC) of social media host contractor for contract
security and incident response, This includes allowing Federal Government customers to
have visibility into the social media host contractor computing environment through
security and performance wonitoring probes and sensors in a non-invasive manner,
configuration reviews, and on-site inspections.

* Encourage social media vendors to use code validation and signing. This, in conjunction
with signed code on the desktop, ensures only vetted and approved code can run on the
desktop from social media websites.

* Ensure that an independent third party has conducted a risk assessment, including

- consideration of the level of assurance and appropriate authentication requirements for
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the outsourced systems or services, in accordance with applicable federal laws and
standards for system authorization, Certification, and Accreditation.

* Provide an annual information technology management optxmxzatlon plan for improving
security, technology, operations and service.

* Review configuration and implementation plans for production hardware and software
solutions to ensure the social media provider is maintaining an appropriate configuration,
patch, and technology refresh level.

* Provide proper records management retention in accordance with the National Archives
and Records Administration (NARA) record schedules, Freedom of Information Act
(FOIA) requests, and e-discovery litigation holds.

= Ensure the service providers make Federal Government content they host accessible at
any time to the government and store it in non-proprietary and editable formats.

= Ensure production hardware and software solutions use the latest software version or no

lower than one previous version plus the latest relevant patches to reduce the likelihood

of vulnerabilities.

Training Controls

Users are almost always the weakest link in an information system, and may inadvertently

divulge sensitive information through a social network, Few effective technical security controls
exist that can defend against clever social engineering attacks{19]. Often the best solution is to
provide periodic awareness and training of policy, guidance, and best practices. The proper use
of social media in the Federal Governiment should be part of annual security awareness training,
and address the issues below.

* Provide specialized training to educate users abut what information to share, with whom
they can share it, and what not to share. For an example of establishing departmental
policy on what to share on social media websites, see the United States Air Force New
Media Guide[9].

* Provide guidance and training based on updated agency social media policies and
guidelines, including an updated Acceptable Use Policy (AUP) specific to social media
websites.

* Provide guidance to employees to be mindful of blurring their personal and professional
life. Don’t establish relationships with working groups or affiliations that may reveal
sensitive information about their job responsibilities.

* Provide Operations Security (OPSEC) awareness and training to educate users about the
risks of information disciosure when using social media, and make them aware of various
attack mechanisms as described in this document.

* Provide federal employees with additional guidance concerning if and how they should
identify themselves on social media websites, depending on their official role.

* Provide specialized awareness and training on Privacy Act requirements and restrictions.
Educate users about social networking privacy controls to help them take control of their
own privacy, both in their personal profile and any profile they use for work-related
activities.

= Educate users about specific social media threats before they are granted access to social
media websites. Users may be desensitized to openly granting unnecessary access to their
private information. For example users may click “OK” without reading the full message
and understanding the permissions they are granting,
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Network Controls
This document does not provide any endorsement of a particular vendor technology. There are
numerous vendors that provide a wide array of network security technologies that contribute to a
defense-in-depth security posture for securing a department's infrastructure to enable social
media. [t is important to recognize that no single technology or vendor will provide a complete
solution. The following are network controls that may be adopted by government agencies:
* The Federal Trusted Internet Connection (TIC) program provides a series of inspection,
" monitoring, detection, and blocking techrologies that ensure additional security and
visibility to defend against a wide array of attacks, including those discussed from a
social media perspective. Web filtering and deep packet inspection technologies,
including intrusion detection systems (IDS) and intrusion prevention systems (IPS), web
application proxies, firewalls, and monitoring under the DHS Einstein program are a
sampling of TIC technologies available today. Migrating all departmental Internet traffic
behind a validated TIC provides greater visibility and security controls to enable social
media technologies. Connecting to the Intemet without the additional security controls
provided by a TIC results in an increased risk of successful exploitation through social
media and other Internet technologies{30].
= A strong department Security . Operations Center (SOC) and integrated Network
Operations Center (NOC) provide visibility and centralized control to respond to new
threats introduced through social media. Critical to a robust SOC/NOC capability is
visibility throughout the enterprise, classificd access for threat intelligence, and support
of senior managerment to take action,
= Web content filtering technologies have progressed beyond just website blocking.
Current technologies allow for increasingly granular control of web applications, data,
and protocols, in accordance with departmental policy. Web content filtering
technologies for all [aternet traffic should be located in the department TIC or provided
as an add-on for offices granted access to social media websites. Several vendors provide
options for robust web filtering and deep packet inspection capabilities, specifically
focused on safeguarding against social media attacks.
= Department infrastructures should partition its networks into a series of security Trust
Zones based on the level of security assurance required. Users granted access to social
media websites should access those websites from a separate Trust Zone segmented from
the rest of the department. For example, investigators requiring regular anonymous
access to many potentially malicious social media websites may work in a separate zone
away from office users with access to only a few social media websites. This way, a
compromise in one zone will not affect other zones, and reduces the overall impact to the
organization[19]. Trust Zones may also provide more granular control for [nternet access
through an extranet. Trust Zones can be established by the business function under its
respective security assurance levels, national security classification, or FIPS 199
sensitivity category. For example, it may be acceptable to use FIPS 199 categorized low
system data on an external social media website for public affairs information and
workforce recruitment,
= Additional new technologies are constantly emerging to address the threats of social
media.
* Capabilities such as DNS Security (DNSSEC) provide a higher level of assurance
that the website a user visits is the actual website intended. This helps to reduce
the likelihood of successful spear phishing attacks.
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* A shift to a data-centric protection paradigm, rather than a system-centric
protection paradigm, will result in more granular data control. Allowing security,
privacy, authoritative location, and authoritative duration attributes to move along
with the data, as tagged aftributes to the data, will ensure positive identification
and enforcement of data security requirements.

* Establishing a Federal Government URL shortener with appropriate security and -

logging controls for use by federal employees and agencies on social media
websites. This will mitigate the risk of shortened URLSs used in phishing attacks.

Host Controls

Just as important to securing the network is securing the host. Many of these endpoint protection
controls are required under various FISMA, NIST, and OMB guidelines, but also provide
protections specifically safeguarding against social media attacks. [n addition, new technologies
for host security are emerging, augmenting the growing list of options below, available for
selection by a Federal Government security team.

* The establishment of a hardened Common Operating Environment (COE) will ensure
consistent and coraprehensive host configuration and hardening policies across the
Federal Government. Hosts may be configured using the Federal Desktop Core
Configuration (FDCC), and validated through a_Security Content Automation Protocol
(SCAP) compatible scanner.

* Stronger authentication enables greater assurance as to a user’s identity, and is critical to
preventing unauthorized access of federal information systems by external attackers.
Two-~factor authentication, such as the FISPD-12 card and PIN, provides a greater level of
assurance when accessing federal information systems and workstations. Two-factor
authentication reduces the likelihood an attacker will gain unauthorized access to an
information system through a username and password.

* Federal agencies should ensure they have strong patching for operating system and
application vulnerabilities, and that updating anti-virus signature files and system logging
is enabled to report to the SOC on workstations in real time.

® The use of desktop virtualization technologies will allow users to view potentially
malicious websites in a virtualized “sandbox,” which safeguards the rest of the host
operating system against compromise attacks against the OS. This allows the secure
browsing of any potentially malicious Internet websites and can be routed through an
anonymization service to provide anonymous browsing capabilities.

* Upgrade to the latest browser for users approved for social media usage. Newer browsers
have additional anti-phishing technologies designed to protect against the attacks
commonly used on social media websites.

* Increase the use of signed code or white listing on host workstation environments. Signed
code has a higher level of assurance that it came from the approved vendor. White listing
ensures only approved applications can run on the workstation. Restricting the
installation of unsigned or unapproved code prevents rogue code from running on
government workstations, preventing malicious code attacks.

Conclusion

The decision to engage with social media technology is a risk-based decision, not a technology-
based decision, and must be made by the mission owners with input from all stakeholders,
including security. The decision for a Federal department or agency to engage with social media
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must be a risk-based decision making process, made using strong business justifications that
identify mission requirements and drive toward an expected outcome through social media
use[1]. The decision to engage or not to engage in social media use should not be made by the IT
department alone, rather it should come from a risk management process made by the
management team with inputs fromi all players, including the CIO, CISO, OGC, OPA, Privacy
official and the mission owner[1]. This decision can only be made with a full understanding of
the threats, risks, and mission needs. The goal of an agency’s.information security organization
should be to securely enable the resources necessary to achieve mission objectives. This
document recommends the creation of a government-wide policy based on the risks and
mitigating controls presented, to provide appropriate guidance for the secure use of social media
by federal departments and agencies.
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1. Introduction

The Office of the Governor and numerous state agency representatives contributed to these guidelines to
assist agencies currently using social media and to encourage social media use to engage Washington
state citizens. Given the evolving nature of social media, agency guidelines and policies related to social
media should be reviewed and updated periodically as technologies or law develop. Staff should be
trained accordingly.

Attribution
These guidelines are based on the shared experiences of other states and other state agencies, industry
best practices and social media research. See References,

2, Purpose

Social media offers Washington state government the opportunity to interact with the public and
employees in new, exciting ways that facilitate transparency, interactivity and collaboration. These tools
engage populations differently than traditional media and enhance existing communication strategies.

The Office of the Governor encourages the use of social media to advance the goals of the state and the
missions of its agencies. The decision to use social media technologies is a business decision, not a
technology-based decision. It is incumbent upon each agency to weight its mission, objectives,
capabilities, risks and potential benefits when considering use of specific social media tools.

The purpose of this docurent is to provide guidelines for social media use in Washington state. State
agencies may use these guidelines as a component of agency policy and procedure development. These
guidelines will evolve as new technologies and social networking tools emerge.

3. Definitions
For purposes of these guidelines, the following definitions apply:

Comment: A response to an article or social media content submitted by a commenter.

" Social networking ot social media: Interaction with external websites or services based on participant

contributions to the content, Types of social media include blogs, micro blogs, social and professional
networks, video or photo sharing, and social bookmarking. Examples of social media sites are YouTube,
Facebook, Flickr, Twitier, WordPress, MySpace, RSS, Second Life, LinkedIn, Delicious, etc.

Terms of Service or Terms of Use are often used interchangeably to refer to the terms that govern the use
of a given website. For purposes of consistericy, we use Terms of Service when referencing third-party
social media application providers® terms.



4. Applicability
These guidelines are applicable to state employees or contractors who create or contribute to social

networks, blogs, wikis, or any other kind of social media both on and off the wa.gov domain for work
purposes.

5. Implementation
Agencies should consider how to establish and maintain approved social media presences.

How and when to use secial media sites ) :

Washington state agencies should use social media to enhance communications with the public and
stakeholder organizations in support of agency goals and objectives. Social media facilitates further
discussion of state issues, operations and services by providing the public and state employees with an
opportunity to participate using the Internet. Consider the follosing when implementing a new social
media tool (this is not a comprehensive [ist):

e Develop good principles of communication planning
o What communications goals or objectives are you seeking to achieve?
Who are your audiences? Do they use these tools?
Which tool best achieves your goals? -
How will you manage public records retention and public disclosure requirements?
How does your agency feel about social media?
Will you be distributing any sensitive, confidential or personal information?
Is the information accessible to agency customers? Consider Section 308 of the federal
.Rehabilitation Act when you select a social media tool.
s Consider agency participation on social media websites. Will participation:
o Create a reputational risk to personnet, the agency or the state?
o Affect employee productivity?
o Affect network bandwidth requirements?
o Create security risks?
o Create an access issue if your agency employees cannot access social media websites?
e Determine your level of participation in social media networks
o Will you engage only in defensive tactics (responding to comments posted online, etc.)?
o Will you consistently monitor your social media reputation?
o How will you respond?
o Where will you draw the line on responding?
o Who will be authorized to respond?
o Will you respond to comments?
o Will you respond only to original content?
e Establish a social media presence (e.g., blog, FaceBook page, video, Twitter)
o Who will update these pages?
o Are you prepared to provide regular content?
o Are you prepared for the interactivity social media requires (e.g. criticism, increased
constituent contact, public records requests via social media?)
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o Who will monitor comments?
o What's the approval process for using a social media tool in your organization?

Learn more about creating & good foundation for social media in your agency. See Appendix A.

Create an agency social media policy
Create a broad social media or tool-specific social media policy by using your agency’s existing process
for policy development and engage staff who include:

e Public affairs or communications team, including the communications director ~
¢ Information technology

» Risk management

e Public disclosure and records retention

e Contracts administration

e Assistant attorney general -

Don’t recreate the wheel! Use existing policies (see References) to build your policy.

Create a process in your agency to handle internal requests to set-up social media
Here are elements that should be included in a request to use social media:

 The proposed social networking platform and tools it seeks to use.

s A business case for using the new social media tool—audience, purpose, interactivity policy, etc.

e  Authorized users and procedures for use. Social media tools should be administered by the state
agency public affairs team or designee. Designees can be any department employee designated
by the requesting department head that has a complete understanding of these guidelines, relevant
agency policies and has appropriate contcnt and technical cxperience. Consider writing
guidelines for authorized users of social media tools.

e A risk assessment. The risk assessment should include, at a minimum, the analysis of the risks
(including risk mitigation strategies) involved in providing users access to social media websites
including: :

o Employee productivity

o Network bandwidth requirements and impacts

o Reputational risk to personnel; the agency and the state

o DPotential avenue for exposure or leakage of sensitive or protected information such as
copyrighted material, intellectual property, personally identifying information, etc.

o Potential avenue for malware introduction into the organization’s [T environment

Authorize requests
Requests should be approved by a collaborative social media advisory composed of these representatives

‘of the-agency:

s Deputy director
e Public affairs or communications team, including thc communications director
o Information technology director



» Risk management officer

o Public disclosure and records retention officer
e Contracts administration officer

*  Assistant attorney general

This committee should meet as needed to review agency requests for social media use. See an example
of a social media advisory committec.

Essential elements

Once implemented (and where possible), state agency social media sites should consider including the
following elements:

® Anintroductory statement that specifies the purpose and scope of the social network site.
* Links to the official state agency Internet site for forms, documents arid other information.
 Policies for the use of the tool ineluding:

o Comment and moderation- To allow moderation of comments without running afoul of

the First Amendment, consider creating a comment and moderation policy. See examples
in the References section. . -

o Distribution- Usc language such as “Anything you read here may be distributed or
reproduced. We ask that you attribute the information to <state agency blog>, as
appropriate. Information from external news sources or websites that you access from
this site may be subject to copyright and licensing restrictions (or laws), and you should
check directly with sources before distributing such content.”

o Linking- Use language such as “When you select a link to an outside website, you are
leaving the <state agency social media tool> and are subject to the privacy and security
policies of the owners/sponsors of that site. The state agency is not responsible for
transmissions users receive from external websites.”

o Digclaimer of endorsement- Whether ads appear on social media websites. may be
beyond an agency’s control. Accordingly, a statement atong the following lines should
be included: “Reference to any specific commercial products, processes or services, or
the use of any trade, firm or corporation name does not constitute endorsement or
recommendation by the Washington state, the state agency or its employees.”

6. Privacy
State agencies should review the privacy policy of social media sites to determine if it is consistent with
federal and state privacy obligations. In addition, review should be made of policy on data stewardship.

Attention should be paid to the privacy policy to determine implications on end users, including but not
limited to whether the policy:

s Permits companies to track users of government websites for advertising purposes.
¢ Allows access/disclosure of user information, including usage history.

*  Allows for selling user-provided information.

¢ Allows for recording information about site’usage.

*  Allows for opting out of any data collection processes.
» States where the data will be physically maintained.

If the agency is uses persistent cookies.' on its own site, the agency should review that decision with its
assistant attorney general to assure that agency behavior is consistent with its privacy policy.

7. Acceptable Use

State agencies, departments and employees using social media are generally subject to all appropriate
ageucy and state policies and standards, including but not limited to:

* Applicable state, federal, and local laws, regulations and policies, including all information
technology security policies

*  Agency and statewide acceptable use policies

¢ Agency and statewide ethics laws, rules and policies

* . Agency linking policies (e.g. linking to external websites from an agency website and
establishing a link from an external website to an agency website)

¢ Dublic Records Act and e-discovery laws and policies {requiring content to be managed, stored
and retrieved)

. Ap{plicable records-retention laws and schedules

* Applicable policies, procedures, standards or guidelines of the Information Services Board Web
Presentation and Accessibility Standards,

Any exceptions must be approved by the agency director and are subject to review by the agency chief
technology/information officer.

Employment Considerations

Pre-Employment
As employers, agencies should take account of the following points/concerns.

* Establish a written policy before using social media resources in hiring or recruiting, Ata
minirum, the policy should address the considerations below, including employment
considerations and employer use of social media for human resources purposes.

*  Consider the risks in depending on information gathered from social media sources in sereening,
conducting background checks or making hiring or other employment decisions such as
promotions, transfers, or layoffs.

* Consider whether to use social media resources for pre-employment human resource purposes.

* [fan employer decides to use social media as a screening tool in hiring or other employment
decisions, the employer should:

! At this time, federal government agencies are forbidden from using persistent cookies in most cases on federal
websites. Washington state has not adopted a formal position with respect to persistent cookie deployment on state
websites. Third-party commercial websites are likely to have persistent cookies or other mechanisms for tracking
consumer behavior.



o Be able to identify and document the legitimate non-discriminatory reasons or bona fide
occupational requirement related to the use of the screening information for hiring or
other employment decisions.

7 o Be skeptical of information that is discovered and investigate further if necessary.
» Beaware of generational diversity and different communication styles in the employee
population as information is assessed that is deemed job-related.
e Recognize that this is a new and developing area of the law. Accordingly, it is recommended
employers proceed thoughtfully and work closely with their assigned assistant attorney general.

If air agency uses social media websites to investigate backgrounds of candidates for employment or other
employment decisions, such screening should apply to [choose one]:

¢ All candidates for employment [or]
¢ Candidates for employment only under the following conditions: [Specify the circumstances, for
example for certain positions.)

_ Any use of social media for pre-employment screening will be performed based on procedu_res established
by or through established guidelines. In reviewing information derived from social media sites, agencies:

« Wil consider only information that is job-related. Some information shared on social media sites
will reveal information such as religious views, marital status or other protected categories or
status under the law against discrimination. This information should have no bearing on
employment decisions.

e Not permit staff to “friend” candidates to gain access to non-public social media sites.

Agencies should:

» Establish a written policy governing pre-employment screening or investigations.

e Establish a list of specific sites to be checked; and not review sites on an ad hoc basis. )

¢ Obtaina candidate’s written permission to review social media sites prior to any review and
establish a policy regarding the impact if the candidate declines to consent to a review of social
media sites.

¢ [dentify appropriate human resources staff to review social media sites, filter out any information
that is not job-related, and provide a summary for decision makers (staff conducting reviews
should not be involved in making hiring or other employment decisions).

e Establish a procedure for independent verification of any significant results on social media sites
or public websites. '

¢ Make a record of relevant information found on social networking sites, such as by capturing a
screen shot of a social networking web page, only under the following circutnstances: [Specify
the circumstances, for example, staff has located information believed to bear on candidates’
fitness or qualifications for a specific position].

Agencies are encouraged to consuit with their assigned assistant attorney general within the Attomey
General's Labor and Personne! Division before using social media to conduct pre-employment
background checks.

Post-Employment .

Agencies should establish a policy on social media use before acting upon social media issues in the
employment context. An agency may choose to address the use of social media in several ways,
including:

* Blocking access to social media sites at work for some or all employees.

«  Permitting social media to be used in the workplace for defined business purposes onty.

s Permitting social media to be used in the workplace for defined business purposes and, consistent
with state ethics law, for de minimis personal use.

Agency policies allowing use of social media for professional n etworking as a business purpose, or
allowing de minimis personal use o fsocial media, do not automatically i nsulate an employee from an
ethics violation finding by the Executive Ethics Board. Employers are strongly encouraged to request the
Executive E thics B oard to review p olicies that address em ployee use o f social media, as provided in

RCW 42 52.360(5). ’

Employeré should consider laws, policies or legal doctrines that may be implicated in employee use of
social media in and beyond the workplace, including but not timited to:

e State and federal anti-discrimination and anti-retaliation laws;

e Privacy protections and circumstances where an individual does or does not have a legitimate
expectation of privacy; .

»  Siored Communications Act (prohibits unauthorized access of stored communications including
social media posts, email and voicemail);

e State whistleblower laws: and, .

e Laws or agency policies related to off-duty conduct.

Employers should also be aware that any new social media policies may affect the terms or working
conditions of employees. As such, some of the topics within the policy may be a mandatory subject for
bargaining, It is recommended that agencies contact their assigned assistant attorney general with the
Artorney General's Labor and Personnel Division, for guidance.

All supervisors and human resource professionals should be trained on the appropriate use of social
media. The policy should be revisited frequently because the use of social media continues to evolve ata
rapid pace.

Personal responsihility
Be thoughtful about how you present yourself in online social networks, where the lines between public
and private, personal and professional are blurred.

Wherever possible, consider the following issues:

¢ Confidentiality- Employees will not post or release proprietary, confidential, sensitive or
personally identifiable information or state government intellectual property on social media
websites. Learn more about Information Services Board (nformation Technoloay Security
Standards,




» De minimis use- Employees must adhere to their agency de minimis use policy and the state
ethics laws governing-de minimis use. If you are not certain about the criteria for de minimis use,
consult your agency policies or ask an agency supervisor or human resource consultant.

* Disclaimers- If employees identify themselves as'a state employee on a social networking site,
wherever appropriate, use a disclaimer (e.g. “While [ work for a state agency, anything [ publish
is my personal opinion and not necessarily the opinions or position of my agency or state.™)

s Personal vs. professional use- Employees’ personal social-networking sites should remain
personal in nature and should not be used be used for work-related purposes. Employees should
not use their state e-mail account or password in conjunction with a personal social networking
account.

¢ Use of state resources- Employees may not use state-owned resources (computer, network, cell
phone, etc.) to access social networking websites unless authorized to do so for official use.
Employees must not use any. state resources to aceess social networking sites for political
purposes, to conduct private commercial transactions, or to engage in pnvate busmess activities.
Please refer to WAC 292-1{0-010.

¢ Ethical obligations- Some state ethical obligations must be followed at all times, even when
employees engage in social media use in their'personal capacities. For example, employees must
not disclose confidential information acquired by the employee by reason of the employee's
official position. See RCW 42.52.050. This restriction applies regardless of whether the
information is disclosed on a personal or a state social media site.

Professional use

All agency-related communication through social media outlets should remain professional in nature and
should be conducted in accordance with the agency’s stated communications policy, practices and
expectations. Employees are expected to use good judgment and take personal and proféssional
responsibility for any content they publish via social media. Refer to Appendix B: User Best Practices
for more information.

Wherever possible, state agencies, departments and employees must consider at [east the following:

¢ Authorization- Employees should not participate on social media websites or other online
forums on behalf of an agency unless authorized by the agency head or the agency’s
communication director or designee. Users may not speak on behalf of the state unless
specifically authorized by the Office of the Governor.

¢ Confidentiality- Employees will not post or release proprietary, confidential, sensitive or
personally identifiable information or state government intellectual property on social media
websites. These guidelines should not be interpreted to prohibit protected communications, such
as attorney-client communications. However, social networking or social media would not, in
general, be an appropriate forum for confidential communications. Learn more about Information
Services Board Information Technoloay Security Standards, ) .

* Disciplinary action- For purposes of considering disciplinary action, agencies can treat acts or
omissions occurring in the context of social media in the same manner as any other employee act
or omission. Failure to abide by policies established for use of social media may result in the loss

of any social networking privileges. As with any policy, violation may also result in disciplinary
action, up to and including dismissal.

« Ethics- Before an agency posts a websitc hyperlink to a social networking site, the
communications director or delegate should evaluate the likelihood that the proposed website link
will post political materials. ?

o Inthe case of non-political organizations or sites that do not have a history of political
advocacy, the communications director or delegate should verify the content and
establish a reporting mechanism that encourages the agency's website users to notify the
agency if political materials are being posted or linked therein.

o In the case of organizations or sites known to support or oppose candidates for public
office, or to advocate for or against ballot initiatives or referenda, the communications
director or delegate should establish links to or from the agency’s websites if there is no
political advocacy on the linked web page or if the agency holds a written agreement that
the organization or site will not place political advocacy on the linked web page without
notifying the agency.

¢ Identify yourself clearly- When creating social media accounts that require individual
identification, authorized users speaking on behalf of the agency should identify themselves, if
possible, by: 1) full name; 2) title; 3) agency; and 4) dontact information, when posting or
exchanging information on social media forums.

® Privacy- Employees should have no expectation of privacy in information stored on state
computers or devices. Furthermore, there should be no expectation of privacy when employee
conduct concerns the agency or its clients.

e  Permitted use- Staff may use social networking only for approved busmess purposes, including
professional networking, to support their agency’s mission provided they follow their agency’s
state resource use pohcy Use of social networking for personal purposes is not permitted on
agency equipment.

Refer to Appendix C for social media tool tips. .

8. Terms of Service

Typically a Terms of Service (TOS) is associated with the use of third-party social media tools. Each tool
usually has its own unique TOS that regulates how users employ the tool. In order to avoid violations, any
employee implementing social media on behalf of a state agency should consult.the most current TOS and
review it with the agency’s assistant attorney gencral. If the TOS contradicts agency policy, the
communication director should be made aware of it and a decision should be made about whether use of
such media is appropriate.

Wherever possible, state agencies, departments and employees fnust consider at least the following:

2 Adapted from Washinuton State Department of Information Services Posting to Social Networking Sutes
policy. .




*  Who is authorized to open a “free” account with a third-party provider, which entails agreeing to
TOS (executing a contract via “click through” agreement)
¢ Who will read a TOS, prior to entering such agreements, to determine whether the TOS contains:
o Terms that are problems for the agency or that are “deal breakers”
o Terms that are a good fit for the intended purpose
o Provisions that require the agency to monitor use
o Benefits of the platform that outweigh the risks
®  Who will monitor provider’s site for unilateral amendments to TOS
.*  Who will determine how amendments will be addressed

9. Manage content legally

It is critical that agencies comply with laws governing copyright. Agencies must also respect individual
privacy rights. When posting materials, agencies should: ‘

¢ Obtain copyright releases for all material protected by copyright from the creators, or
indemnification from the entity for which the material is to be posted.

¢ Obtain personality right releases or “model releases” for cach image (including video) of a'person
who may have a potential claim to such a right, or indemnification from the entity for which the
material is to be posted.

If the agency receives proper notification of possible copyright infringement, it will remove or disable-
access to the allegedly infringing material and terminate the accounts of repeat infringers.

Use of limited excerpts of'a copyrighted work may fall within the “Fair Use” Doctrine which allows
certain limited uses of such excerpts without constituting an infringement of copyright. tn determining
whether use in a particular case is a “fair use,” the factors cons:dered include:

*  The purpose and character of the use, including whether such use is of a commercial nature or is
for nonprofit educational purposes;

e The nature of the copyrighted work;

¢ The amount and substantiality of the portion used in relation to the copyrighted work as a whole;
and

¢+ The effect of the use upon the potential market for or value of the copyrighted work.

Similarly, there are limited exemptions from the requirement to obtain consent before the use of a
photograph or video of a person, mcludmg where there is “insignifi cant, de minimis, or incidental use.”
See RCW 63.60.070.

10. Security

Agencies should consider how to prevent fraud or unauthorized access to social media sites. [n almost
every case where an attacker accesses a system without authorization, he/she does so with the intent to
cause harm, including:

Making unofficial posts, tweets or messages Accessing, compromising or disabling a state
that will be seen by the public as official system.

messages. i o Redirecting users to sites that look like a state

e Encouraging users to'either click links or site but are used to gather data that could be !

download unwanted applications that the used for unauthorized purposes (i.e. phishing). ;

attacker has added to the site. s Using a compromised site to spread malware. ;

e Acquiring confidential information about state !

.employees or citizens (i.e. social engineering). |

Use best practices to mitigate security risks.?

Security related to social media is fundamentally a behavioral issue, not typlcally a technology tssue. [n
general, employees uawittingly providing information to third parties pose a risk to the state network.
Employees necd to be aware of current and emerging threats that they may fage using social media
website and how to avoid falling prey. If agencies participate in social networking, agencies should:

¢ Usea separate user [Ds and password to access social networking sites.

* Never duplicate user IDs and passwords across multiple social networking sites.

®  Train users about what information to share, with whom they can share it, and what not to share.

¢ Educate users about security awareness and risks when using social media.

e Help employees set appropriate privacy settings for sociaf networking websites,

¢ Develop a social media strategy and policy that addresses security risks and mitig'a_tes them to the
extent that the agency is comfortable using specific social media tools.

*  Update current Acceptable Use Policies to cover user behavior for new media technologies. User
behavior includes personal use of government equipment, de minimis use, and professional use of
internal facing, public facing, and external resources.

* Consider disaster recovery requirements in the event that your agency hosts your own social
media services. Work with your agency’s [T department to establish clear recovery time
objectives.

¢ Regularly apply Microsoft patches.

e  Review (and apply as appropriate) patches for Firefox, Adobe and Java as these softwares are
common paths for security vulnerabilities.

11. Records Retention
Agencies should consider the following regarding the retention ofpubhc records of posts to social
networking websites:

¢ The agency recognizes that all content published and received by the agency using social media
in connection with the transaction of the agency’s public business are public records for the
purposes of Chapter 40. 14 RCW (Preservation and destruction of-public records

* Adapted from Best Practices for Social Media Usape in North Carolina




¢ The agency remains responsible for capturing'electronic copies of its public records made or
received using social media, including those records made or received using third-party websites.

* The agency must establish mechanisms/procedures to capture and retain public records made or
received using social media.

*  Agencies should consider methods for capturing social media public records. In addition to
establishing a separate agency email account for social media tools, consider using or developing
applications that capture social media records. Some third-party tools include (this is not an
exhaustive list):

.0 Twinbox
o Tweelake
o .SocialSafe
o Cloudpreservation

* The agency retains social media public records and disposes (destroys or transfers to Washington
State Archives) social media public records only in accordance with records retention schedules
approved by the State Records Committee under RCW 20.14.050,

= This agency applies records retention schedules to social media public records consistent with the
application to non-social-media public records, based on the function and content of the public
record. For example, comments received via social media are retained for the same period as
they would have been if they had been received by the agency via email or non-electronic means.

For additional information, please refer to the Secretary of State Blogs_Wikis. Fucebook, Twuter &
Munaging Public Records.

12. References
Federal & Private Entities

e (IO Couneil’s Guidelines for Secure Use ol Social Media by Federal Departments and Agpeneies,
e Ceneral Services Administration Social Media Handbook '

e General Services Administration Social Media Policy

*  IBM Social Computing Guidelines.

City, State and Local

*  Best Practices for Social Media Usape in North Cﬂl't;lil'ln

e Citv of Seantle Social Media Use Policy

o (it of Seattle City Couneil

*  Massachusetts Gavernor's Office Social Media Usage and Policics

* New Yorl State Social Media Policy

»  State of Oteson Social Networking Guide

o State of Utah Social Media Guidelines,

o Washington State Attorney General’s Office Blog Comment and Use Policy

*  Washington State Departinent of Ecolosy Blog Commenting Policy
*  Washinoton State Departiment of Licensing Blog Use Policy

Washington State Depariment of Information Services Posting to Social Nelworking Sites
Washington State Department of Transportation Comment Paliey
Washington State Labor and Industries Social Media Policy

Washington State Secretavy of State Blog Use Policy ’

Washington State Secretary of State Blogs. Wikis, Facebook, Twitter & Managing Public

Records.




Appendix A: Build a strong social media foundation

eresearch toals & peripherals
*read case studles

*monitor like users

»cultivate a champion & create a team
sbuild a policy

'*evaluate pros & cons, assess rlsk
schaose a tool

*make one: identify resource & procedure
ecreate 5.M.A.R.T .goals: speciflc,

.

b

*find your one thing
etie Into other communlcation tools

swatch the tool, what are people saying?
smeasure, gather analytics.

relevant, ti

Appendix B: User best practices

Social Media is an important way for agencies to interact with the public and state employees. The Office
of the Governor encourages the use of social media as it offers opportunities for outreach, information
sharing and interaction. These best practices are not rules that must be followed, but general information
about the culture of social media and how to be a good citizen of the social media environment.*

Be responsible- You are personally responsible for the material you post. Remember, you are speaking
on behalf of your agency. Carefully consider content; what you publish will be widely accessible for
some time and, in some cases, indefinitely. All statements must be true and not misleading.

Be honest & transparent- Your honesty — or dishonesty — will be quickly noticed in the social media
environment. Use your director’s name and photo only if he or she will be the one to post on the site.
Otherwise, use your agency and/or division’s name and [ogo.

Correct errors quickly- [f you make a mistake, admit it. Be upfront and quickly provide the correct

information. If appropriate, modify an earlier post to make it clear that you have corrected an error.

Be respectful- When disagreeing with others' opinions, keep it appropriate and polite. Do not use
defamatory, libelous or damaging innuendo, to include abusive, threatening, offensive, obscene, explicit
or racist language. Do not post illegal material.

Be relevant and add value- There is a lot of written content in the social media environment. The best

‘way to get yours read is to write things that people will value. Social communication from agencies

should help citizens, partners and co-workers. [t should be thought-provoking and should also build a
sense of community. If social communication helps people improve knowledge or skills, build their
businesses, do their jobs, solve problems, or understand the state better, then social media adds value.

Stick to your area of expertise- Provide unique, individual perspectives on what is going on at your
agency, and in other larger contexts. Post meaningful, respectful comments that inform, educate and
engage citizens. Do not just repost press releases. Example: An environmental agency might post
information they generate regarding endangered species, share information from other sources about
natural resources, or comment on another source’s information on carbon footprints, but they wouldn’t
post information about licensing foster homes.

Respect proprietary information, content and confidentiality- Always give people proper credit for
their work. Make sure you have the right to use material with attribution before publishing. It is a good
practice to link to others” work rather than reproducing it on your site. [f posting photos or videos be sure
to have all non-agency staff depicted sign a model release.

Respond quickly- When a response is appropriate, reply to comments in a timely manner [fyou allow
comments, be sure you have enough staff time-to review the comments on a regular basis and select a
person(s) who is allowed to respond on behalt of the agency. Example: “You are doing a great job

# Adapted from IBM Social Computmg Ciuidelines, State of Utah Social Media Guidelines and the
Washington State Bar Association Social Networking Policy.



Agency X" —does not need a response, but “You are doing a great job Agency X, how can | get:
involved?” — does need a response.

Be conversational- Talk to your readers like you would tatk to a person on the phone. Bring in your own
personality to find the voice/tone of your agency. Use plain fanguage and avoid using government jargon
or acronyms. Consider content that is open-ended and invites response. Encourage comments. Broaden
the conversation by citing others who are commenting about the same topic and allowing your content to
be shared or syndicated. When shortening words to save space, utilize commonly used shorttiand.

Abide by social networks rules- By joining a particular social network, you agree to abide by that
community’s terms of service, so review those terms carefully. Be a good citizen of the social media
world and adhere to its unwritten rules of etiquette,

Follow applicable agency policies- Be sure to adhere to your agency’s applicable policies, including
Social Media Policy, Internet Use Policy, IT Security Pollcy, etc.

Don’t forget your day job- You should make sure that your online activities do not interfere with your
Jjob or commitments to customers.

Appendix C; Tlps for social media tools

Twitter

Tweets should be less than the 140 allowed characters to allow others to re-tweet without having

to remove some of your content

Use a URL shortener/tracker to save space and count click-throughs

Follow back those who follow you, except if they have an inappropriate photo or tweets
Re-tweet others whose content is relevant and may be of interest to your followers
Thank those who re-tweet your tweets with an at reply (@ reply)

Use hash tags (#) when appropriate to make your tweets more searchable

Respbnd quickly to direct messages (those that aren’t spam)

YouTube

Have a model release for any non-agency staff in the video

_ Follow all applicable copyright laws

Use terms in the title, description and key word sections to make video more searchable
Allow video to be embedded bn other sites to spread video to the widest possible audience

Facebook

Blog

Consider whether a profile or “like” page best meets your agency’s needs

Be sure to keep an agency or auency director’s official state page separate from an agency
director’s personal page .

Allow comments to create two-way conversation

Post a comment,policy to create a limited public forum that allows you to moderate the comments
and delete inappropriate content. Consult with your agency’s assigned assistant attorney general

on how to accomplish this task.
Determine if you have the resources to respond to direct messages and who should respond

" Wikipedia

Source all your content or it will be removed by the moderators

Be clear about who is posting each post
Use hyperlinks to link to more information if appropriate
Allow comments to create a two-way conversation

Post a comment policy to create a limited public forum that allows you to moderate the comments
and delete inappropriate content. Consult with your agency’s assigned assistant attorney general

on how to accomplish this task.
Post regularly

20



SANI REED

-F : I.State Washington State Archives

September 2009

Electronic Records Management:
Blogs, Wikis, Facebook, Twitter & Managing Public Records

The purpose of this advice is to provide guidance to state and local government agencies
regarding the retentlion of public records of posts to somal networking websites such as
blogs, wikis, Facebook, Twitter, etc.

Agencies need to consider the following five (5) factors when managing the retention of their
public records created or received through social networking sites:

1. Are the posts public records?

If the posts are made or received in connection with the transaction of the agency's public
business (such as providing advice or receiving comments about the agency, its programs, core
business, etc.), then they are public records for the purposes of records retentlon and need to be
retained for their minimum retention periods.

2. Are the posts primary or secondary copies?

If the posts are simply copies of records that the agency is atready retaining for the minimum
retention period {such as links to publications), then the posts may be considered secondary
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G B copies and retained accordingly. Otheryvuse, the posts are the agency's primary record.
E 3. How long do the posts need to be retained?
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Agencies should use the same records series for posts that they would use if the same advice
was distributed as a letter or an email to everyone within the agency's jurisdiction. Agencies
need to retain their primary record of posts which are public records for at least the minimum
retention period listed for those records in the approved records retention schedules.

4, How will the posts be retained by the agency?

Agencies need to consider how they will retain a record in their custody and control of their posts
to social networking websites. When retention of the posts themselves is outside the agency's
control, the agency needs to consider what other records they will retain, such as email
confirmations of each post or comment. Agencies need to consider these issues in any service
contracts with vendors of social networking websites and in their configuration settings. for their
social networking website accounts. .

- &, For which types of records is this technology appropriate?
Agencies need to determine the business activities for which social networking technology is
appropriate if the agency is unable to manage the creation, receipt and retention of public
records documenting the public business they transact using social networking websites.

Addltlonal advnce regarding the management of public records is available from
Washington State Archives:

www.secstate.wa.gov/archives
recordsmanagement@secstate.wa.gov
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Web Manager University

Practical and affordable tralning for anyone who works on a federal, state, tribal, local, or

territory U.S. government website.
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